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Instructions

1 These notesre valid as oApril 2016 Office 365 products are updated frequently
so please make sure teerify this content for validity.

1 This information should contai®0-70% of thematerial quizzed in the exam. But
should only be useds a quick reviewid.
For example,
0 You should know how to apply each PowerShell command and its output
o Foreach screeshot you should know how to navigate there and what each
option in the screensachieve.

Study hard and good luck!!

90% ofthe information contained in this document has been
extracted from internet posts. All copyright belongs to the original
creators

20/04/2016



A Bit albout [T
Office 365

Office 365 Plans
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Advanced
services

Features ogice 765 servi

Seat Cap

24/7 phone support from Microsoft

Word, PowerPoint, Excel, Outlook, OneNote,
Publisher

iPad, Windows RT & smartphone apps
Office Online

Access

1TB cloud storage (OneDrive for Business)
Email, calendar (Exchange)

Online meetings, IM (Lync)

Team sites, internal portals (SharePoint)
Enterprise social (Yammer)

Content discovery and search (Delve) 3
Active Directory integration

Licensed for hybrid deployment

Support for shared computer activation
Video content management

Compliance — Archiving, eDiscovery, mailbox hold

Information protection — message encryption,
RMS, DLP

50 GB
Q

300 (for each plan)

Critical issues

Document collaboration and cauthoring

Semiformal ceauthoring :Multiple authors edit simultaeously anywhere in the document. Examples include:
recurring minutes, brainstorming sessions, and reference material for OneNote; anediastoped financial
models, budgets, and asset tracking lists for Excel.
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Formal ceauthoring: Multiple authors edi simultaneously in a controlled way by saving content when ready to
be revealed. Examples include: business plans, newsletters, and legal briefs for Word; and marketing and
conference presentations for PowerPoint.

Comment and reviewA primary author slicits edits and comments (which can be threaded discussions) by
routing the document in a workflow, but controls final document publishing. Examples include online Help, white
papers, and specifications.

Document sets Authors start workflows on an eméi document set or individual items within the Document Set
to manage common tasks such as review and approval.

Coauthoring and the checking out of documents

Coauthoring is not compatible with the process of checking out and checking in documerhanePoint

library. Checking out a document means you want to exclusively write to it, and then eventually check it back in s
others can see the changes or do further work on the document. Therefore, when you check out a file, other usel
cannot ceauthorthe document with you. By default SharePoint libraries do not require checking out files, and
should not be enabled where euthoring will be used. You should also not explicitly check out a document if you
want to ccauthor the document.

Coauthoringdocuments and versioning

Because several eauthors might keep a document open for a long period of time, versioning fauttwored
documents is performed at specific time intervals and not necessarily when the document is saved. By default,
versioning is1ot enabled in a SharePoint library.

Whenyouce dzi K2NJ 2 2NR FYR t2¢gSNiI2Ayd R20dzySyidasz AdQa |
so that users can retrieve changes made by other users when necessary. Furthermore, the versioning period
determines how often SharePoint creates a new version of a document that is bemglowred. The default

value of 30 minutes probably works for most environments, but this value can be adjusted by an administrator as
necessary.

For libraries containingObe2 1| S y2GS0221ax AGQa | 3JI22R ARSI G2 2yt
might cause synchronization errors that could prevent changes from being saved.

Coauthoring documents in a mixed Office version environment

Although you can upload fidevia Word and PowerPoint 2007 or earlier to a SharePoint library, you cannot co
author these documents with those legacy applications. Furthermore, when a user opens a Word or PowerPoint
OOXML document with Word or PowerPoint 2007, SharePoint createk atahe document and prevents other
users of Office from using @uthoring to edit that document. To take best advantage ehathoring in Word or
PowerPoint, it is recommended that all users work with at least Microsoft Office 2010 or 2012. Exdelaksrk

can only be coauthored via at least the Excel 2010 or Excel 2012 Web App. Using the Excel 2012 or earlier clien
application will always create an exclusive lock on the server document which will prevent coauthoring.

ADFS Build Notes

ADFS 1.0 Released with Windows 2003 RBuilt into OS.

ADFS 1.1 Released with Windows 2008 and 2008 BRilt into OS.
ADFS 2.0 Released After Windows 2008 / 2008 F&&parate download
ADFS 2.1 Windows 2012

ADFS 3.0 Windows 2012 R2

ADFS:

enabling formsbased authentication on the AD FS federation server farm. To do this, follow these steps:
Step 1: Edit the web.config file on each server in the AD FS federation server farm
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1. In Windows Explorer, locate the\@etpub\adfsls\ folder, and then make a bacfgicopy of the web.config
file.
ClickStart, clickAll Programs clickAccessoriesright-clickNotepad and then clicRun as administratar
3. On theFilemenu, clickOpen In theFile Namebox, type Ginetpub\adfsIs\web.config, and then click
Open
4. Inthe web.config file, follow these steps:
1. Locate the line that containsauthentication modesand then change it tgauthentication
mode="Forms"/>
2. Locate the section that begins withocalAuthenticationTypes>and then change the section so that
the <add name="Forms'entry is listed first, as follows:
<localAuthenticationTypes>
<add name="Forms" page="FormsSignIn.aspx" />
<add name="Integrated" page="auth/integrated/" />
<add name="TIsClient" page="auth/sslclient/" />
<add name="Basic" page="auth/basi¢*"
5. On theFilemenu, clickSave
6. Atan elevated command prompt, restart IS by using the iisreset command.

N

View Office 365 admin permissions by role

This table shows the Office 365 admin roles and their associated permissions.

Permission Billing| Globa | Password | Servic |User Exchange |SharePoint |Skype for
admi |l admin e managemen | administrato |administrato | Business
n admin admin |t admin r r administrato
r
View Yes |Yes |Yes Yes |Yes Yes Yes(but can't| Yes(but can't
organization edit) edit)
and user
information
Manage Yes |Yes |Yes Yes |Yes Yes Yes Yes
support tickets
Reset user No Yes |Yeswith |No Yes; with No No No
passwords limitations limitations.
. This This admin
admin can Ol yQi
only reset passwords
passwords for billing,
for non- global, and
admins. service
admins.
Perform billing| Yes |Yes |[No No No No No No
and purchasing
operations
View users anc No Yes |No No Yes Yes Yes Yes
roles
Create, edit, |No Yes |No No Yes with No No No
and delete limitations.
users and This admin
groups Ol yQi
a global
admin or
create dher
admins.
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Manage user |No Yes |[No No Yes with No No No
licenses limitations.

This admin

OF yQi

a global

admin or

create other

admins.
View user No Yes |No Yes | Yeswith Yes Yes Yes
licenses limitations.

This admin

Ol yQi

a global

admin or

create other

admins.
Manage No Yes |No No No No No No
domains
Manage No Yes |[No No No No No No
organization
information
View service |No Yes |No No No Yes Yes Yes
health and
message
center posts
Delegate No Yes |No No No No No No

administrative
roles to others

Use directory |No Yes |[No No No No No No
synchronizatio
n

Manage No Yes |No No No Yes Yes Yes
reporting

Manage mobile No Yes |[No No No No No No
devices

Your default directory service quota is calculated according to the following guidelines:
1 If you don't have any verified domains

The current directory service quota in Azure AD is 50,000 obijects.

0 If your organization was created before October 5, 2011, your default directory service quota is
10,000 objects.

0 If your organization was created aftOctober 5, 2011 and before May 2012, your default directory
service quota is 20,000 objects.

0 If your organization was created after May 2012, your default directory service quota is 50,000
objects.

1 If you have at least one verified domain

The defauldirectory service quota in Azure AD is 300,000 objects.
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Office 365 system requirements

Operating system

PC: Windows 10, Windows 8, Windows 7 Service Pack 1, Windows 10 Server, Windows Server 2012 R2, Windo
Server 2012, or Windows Server 2008 R2

Mac:Mac OS X 10.10

For the best experience, use the latest version of any operating system.

Browser
The current or immediately previous version of Internet Explorer; the current version of Microsoft Edge, Safari,
Chrome, or Firefox

Your Office clients arcompatible with Office 365. Office 365 works with any version of Office in mainstream
support:

Office 2016, 2013

Outlook 2010 with Service Pack 1 or later

Outlook 2007 with Service Pack 3

Office 365 office suit requirements:
Windows 7 and later

Purpose Source | Credentials | Destination Destination
Port

Required:Authentication and identity | See Office 365
authentication and
identity

Required:This url is needed to renew Office client only | Loca activation.sls.microsoft.com TCP 443
the product key approximately every | system
30 days

Required:This URL is the Office Office client only | Loca ols.officeapps.live.com TCP 443
Licensing Service, which is used duri| system

activation and subscription

maintenance

Required:Client SMTP Relay Client Canputer | smtp.office365.com TCP 587
Logged on user

Optional: Exchange Online IMAP4 | IMAP4 Service | N/A | outlook.office365.com TCP 143/993

migration *.outlook.office.com

Optional: Exchange Online POP3 POP3 Service | N/A | outlook.office365.com TCP 995

migration *.outlook.office.com
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Office365 Download settings:

Office 365 admin center «

Search users, admin tasks am ,0

LAJIVILALIN
PUBLIC WEBSITE
p BILLIMG
p EXTERMAL SHARING
MOBILE MANAGEMENT
4 SERVICE SETTINGS
Mai
5ites
Skype for Business
Updates
User purchasing
Sway
User software
Passwords
Community
Rights Management
Mabile
Cortana

Office Online

REPORTS

p SERVICE HEALTH

p SUPPORT
PURCHASE SERVICES
MESSAGE CENTER
TOOLS

A ADMIN

Exchange

Skype for Business

AT LD .IF—\
[P )= L )

Manage user software through Office 365

USER SOFTWARE

Choose which software your users can download and install directly from Office 365.

How do | manage user software?

Software for PC

Which versions of Office desktop apps do you want to make available for download?

[ 2016 version
[w] Office (includes Skype for Business)
[] Skype for Business (Standalone)

Additional Office desktop apps that need to be downloaded separately
[w] SharePoint Designer 2013
[ InfoPath 2013

How often do you want users to get updates for Office 2016 apps?

() Every month (Current channel)
® Every 4 months (Deferred channel)

[w] 2013 version
[] Office (includes Skype for Business)
[w] Skype for Business (Standalone)
[w] SharePoint Designer

Software for Mac
Which versions of Office for Mac do you want to make available for download?

2016 version
Office

Additional Office desktop apps that need to be downloaded separately
Lyne for Mac 2011 (OS5 X 10.6 or higher)

2011 version

Office
Lync for Mac 2011 (05 X 10.6 or higher)

Save Cancel

Your changes to the user software settings will take effect on February 23, 2016,
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Install Office 2016 on your PC

2 B 2 @« 03

Werd Excel PowerPaint CQutlook OneNote

Got a Mac? Sign in to Office 365 on your Mac to install.

How do | get Office 20137
Smartphone or tablet? Get Office on your devices
Learn how to set up email and Office 365 apps on your device

Collaborate with Office Online

Calendar

Yammer

Word Online

Admin

®

Skype for
Business

Trial version Purchase

M Make Bing your search engine
& Make MSN your browser homepage

Applies to Internet Explorer, Firefox, Chrome, and Safani

Install now

Other installs
Troubleshoot installation

PowerPoint

Online OneNote Online

TheMicrosoft Office Configuration Analyzer Tof@DffCAT) 2.1 provides a quick and easy way to analyze

Microsoft Office programs for known configuratiortat cause problems

MNEW SCAN MANAGE SCANS OPTIONS

| want to scan

A Fewer applications

=) Scan

)

Criticak:
Warning: )
Informational: >99

All Essues (135) | Critical Issues (1)

Group by Ls_y_nm@gm;v v Y Filter S Print 3 Export ®iSend P Find
4 Missing feature 2 °-
Clic|
§. 'Publish to WebDAV Server” is not available in Qutlook
When y
4. The OneNote icon is missng from the Outlook ribben Share, 1
” your ad
. @ Modern Authentication for Office [1] your or|
© % Office 365 [1
[1] Click thy
. © Office Update (58] i5sue.

- ) Offline Address Book (OAB) [1]

L O

Configuration
Details

OffCAT Results.

Scan type: Outiook 2013(MSI-Ful

outt

User name: WINGTIPTOYS\el15us|

0O,
| & !

Scan date: 7/6/2 36 PM

Rule file version: 2.0.1506.30

N, Outleak i

© * Outlook profile (1)
. €3 Search [1]
: O slowness [4]

9 58]
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Command line Options:

-dat <fullfilepath> -cfg <application>
Write the output data to <fullfilepath>. The Specify the Office application to scan.
default -gs MAJORVERSION <version> INSTALLTYPE
is Offcat_Results.<label>.<timestamp>.offx sa| <installation type>
to Specify the version of the Office applicati
the 'Default location for scandirectory thatis |to scan
configured in OffCAT. (12 for 2007, 14 for 2010, 15 for 2013, et
-l <label> and the installation type (MSI or
Specify an optional <label> for the output. ClickToRun).
-r <option> -NoRTS
Specify the type of scan for Outlook. Do not start the OffCAT_RTS.exe
The default is "™ (full scan), for an a@fi¢ scan background process.
use "Offline Scan". This is recommended for computers whe

you are using
OffCATcmd.exe but you did not actually |
OffCAT.msi
to install OffCAT.
-2

Display this information.

Example: OffCATcmd.exaat Cidatal output.offx -1 "New Offline Scant "offline scan™-cfg outlook-gs
MAJORVERSION 15 INSTALLTYPE MSI

Example: OffCATcmd.exafg word-gs MAJORVERSION 14 INSTALLTYMNORES

Example: Off CATcmd.exaat "\\ ServekSharéuser file§output.offx” -l "New Excel 2013 C2R Scariyy excelgs
MAJORVERSION 15 INSTALLTYPE ClickToRun

Reference for Clicko-Run configuration.xml file

Configuration element Product element

Toplevel element. This element is required, an( Specifies the Cliefo-Run product to install.

all other elements must appear within this Syntax

element. <Product

Syntax ID="0365ProPlusRetail"

<Configuration> PIDKEYHA234512345123451234512345

{0 or 1 Add element} >

{0 or 1 Remove element} {1 or N Languag elements}

{0 or 1 Updates element} </Product>

{0 or 1 Display element}

{0 or 1.Loggi'ng element} Property element

</Configuration> Supports generic properties as described below.
Syntax

Add element <Property NamestringValue=string/>

Specifies the products and languages to install. where:

Syntax 1 Nameis a required attribute. It indicates the name ¢

<Add the Property.

SoucePath\\servekshara" 1 Valueis an optional attribute. The defallk an empty

Version=15.1.2.3" string.

OfficeClientEdition32 | 64

Branch="Business" Attribute Value

>

{0 or N Product elements} AUTOACTIVATE é

</Add>

FORCEAPPSHUTDOWN TRUE
FALSE
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Display element PACKAGEGUID 12345678ABCDBP1234ABCD
Specifies the level of user interface to display tc 1234567890AB
users. SharedComputerLicensing 1
Syntax 0
<Display
Level=Nong Full Updates element
AcceptEULATRUE FALSE Specifies attributes for configuring updates.
> Syntax
<Updates
ExcludeApp element Enabled=TRUEFALSE
Specifies which Office programs not to install. |UpdatePath£JNC| local| http path
Syntax TargetVersionX.Y.ZW
<ExcludeApp ID*Access/> DeadlinesMM/DD/YYYY HH:MM
Branch="Business"
/>

Language element
Specifies the languages to install.
Syntax

<Language ID4l-cc"/>

Logging element

Specifies the type of loggirthat Clickto-Run
performs.

Syntax

<Logging

Level=Offf Standard

Path=UNC or local path
/>

<Configuration>
<Add SourcePath3\ Servek Share" OfficeClientEdition="32" >
<Product ID="0365ProPlusRetail">
<Larguage ID="erus" />
</Product>
<Product ID="VisioProRetail">
<Language ID="ens" />
</Product>
</Add>
<Updates Enabled="TRUE" UpdatePathServek Share" />
<Display Level="None" AcceptEULA="TRUE" />
<Logging Level="StanddréPath="%temp%" />
<Property Name="AUTOACTIVATE" Value="1" />
</Configuration>

Download:

CAPATH to setup>setup.exe /download "Path to configuratiohddafiguration.xml"
Install:

CA<PATH to setup>setup.exe /configure "<Path to configuration\Gite¥figuration.xml"
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|

Q

Log

Telemetry
Dashboard

Telemetry

Telemetry Dashboard:

» Shows IT Pros a consolidated view of inventory
and telemetry data

» Requires Excel 2013

» |5 installed with Office Professional Plus 2013 and
Office 365 ProPlus

» Connects to the telemetry database
» Can be viewed by multiple IT Pros

Telemetry Log:

» Helps developers and experienced users diagnose
compatibility issues on an Office 2013 client

» Requires Excel 2013

s |5 installed with Office Professional Plus 2013 and
Office 365 ProPlus

s Connects to the local data store on the client

02 @
Bk @2

Telemetry
logging

L]

-,

Telemetry
agent

o

Group Policy
settings

T

OFFICE TELEMETRY COMPONENTS

elemetry logging:

Manitors events for (and is built into) Word 2013, Excel 2013,
PowerPoint 2013, and Outlook 2013

|5 disabled by default

Is enabled by using Group Policy, registry settings, or from within
Telemetry Log

Shared folder

Telemetry agent:

Maoniters document and add-in usage for all Office applications in .
the 2003, 2007, 2010, and 2013 versions of Office —
Is supparted on Windows XP and |ater versions

Must be deployed to Office 2003, Office 2007, and Office 2010
clients

Is built into Office 2013 clients

Must be enabled using Group Palicy or the registry

Runs as a scheduled task {except on Windows XP)

Requires domain membership

Periadically uploads data te a shared folder

Telemetry
processor

Group Policy settings:

Configure the telemetry agent on each client
Are part of Officel5.admx and Office15.adml
Are located under User Configuration\Administrative Templates),
Micrasoft Office 2013\ Telemetry Dashboard

Telemetry
database

Shared folder:

Stores telemetry data that is uploaded by telemetry agents
Must be on premises (no cloud support)

Can be located on the same computer as other telemetry
components

Is configured when you install the telemetry processor

Telemetry processor:

Uploads data from the shared folder to the telemetry database
Runs as a Windows service named "Office Telemetry Processor”
Runs on Windows Server 2008 and later versions

Can be run on Windows 7 and Windows 8 in test or small environments

Can be run on the same computer as other telemetry components
Can be installed on multiple computers for large deployments
Requires domain membership (unless a workaround is used)

Telemetry database:

Pravides a data source for Telemetry Dashboard

Requires SOL Server 2005 and later versions

Can be run on SQL Express editions in test or small environments
Can be run on the same computer as other telemetry compaonents
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@ Users log in

o
Ses

[ [0 =
Users log in and trigger the
scheduled task that uploads
telemetry data

The agent waits 10 minutes for
logon processes to complete.

Then, the agent waits for a
random number of minutes, up
ta 4 hours, and then begins the
upload process,

After the initial upload, the
agent uploads telemetry data
every 8 hours

HOW TELEMETRY DATA IS COLLECTED

(2) Telemetry agents send data

= =2 =

Office 2003 Office 2007 Office 2010

Telemetry agents collect:
+ Maost recently used documents
+ Registered add-ins
« System and user information

Ll

Office 2013

Telemetry agents collect:
* Most recently used documents.
 Registered add-ins
* System and user information

For certain applications, the following
infarmation is also collected:
* Application events

50 KB for each upload

0101010101

S — 0101010101

0101010101

0101010101
0101010101
0101010101

64 KB for each upload

() Data is processed to the database

Document details
can be obfuscated to
Drotect user privacy.

Telemetry
database

Telemetry
processor

Shared folder

These companents can run on the same computer or on different
computers, You can deploy multiple telemetry processors if needed.

Telemetry processor error logs are in Sisystemroot3s\ServiceProfiles)
NetworkService\AppDataiLocal\Temp\DPERRORLOG txt.

* Add-in performance nﬂ u; EE ug

Mobile or offline clients upload
data at lagon when the
connection is restored.

(2 IT pros view
consolidated data in
Telemetry Dashboard

TELEMETRY DASHBOARD j,

PROTECTING USER PRIVACY

Telemetry Dashboard offers three methods that help you protect user
privacy.

Obfuscate the document name, title, and path
Obfuscate [FNmEsE——

Exclude applications and solution types from reporting

us m m HE Doculxtfules
ﬂg n; Ha ua Template files

apps for Office
Exclude

Applicaty el ins

COM add-ing

Only show files that are used by N or more users

Set
threshold

Corporate Scorecard.xlsx Total users: 10

Office Telemetry agents for all versions of Microsoft Office 2003 and above collect the following data and
upload it to the shared folder

1 Most recently used documents

1 Registered adahs

1 System and user information
The Office Telemetry agents running in Microsoft Office 2013 or Microsoft Office 365 ProPlus will also collect
the following data for certain Microsoft Office 2013 applications

1 Application events

1 Addin performance

Use theregistry to enable and configure Telemetry Agent
The easiest way to update the registry on a single client is to run a .reg file that sets the registry values that enab
Telemetry Agent to collect and upload data. You can create this .reg file by copgireg the following examples
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to a text file, updating the required fields, saving the filagent.reg and running it from an elevated command
prompt. In the .reg file, make sure that you specify the UNC path of the shared folder to which the ageadisupl
the data. Optionally, you can update the <TAG> fields so you can easily identify the collected data in your
organization, such as by department, location, or deployment group.

The following example sets the default settings that are needed to en&lgenEtry Agent. AgentinitWait and
AgentRandomDelay are set to their default values, which are appropriate for production deployments.

Windows Registry Editor Version 5.00
[HKEY_CURRENT_USBfwaraPoliciesMicrosoft Offica 15.0.0sm]
"CommonFileShare"R\\<SERVERNAMESSHARENAME>"
"Tagl"="<TAG1>"

"Tag2"="<TAG2>"

"Tag3"="<TAG3>"

"Tag4"="<TAG4>"

"AgentlnitWait"=dword:00000258
"Enablelogging"=dword:00000001
"EnableUpload"=dword:00000001
"EnableFileObfuscation"=dword:00000000
"AgentRandomDelay"=dword:0000B0

You can also use Group Policy to enable and configure Telemetry Agents. Download the Group Policy
admininstrative template files from thilicrosoft Download CenteiThe policy settingshat are listed in the
following table are available in the pat¥ser ConfiguratiohAdministrative TemplatesMicrosoft

Office2013 Telemetry Dashboard

Compliance and eDiscovery

The Compliance Center is becoming the Protection Center

A ADMIN

Exchange

5kype for Business
5harePoint
Yammer
Protection

Azure AD

Bing Places for Business :
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Compliance Center

Home eDiscovery cases

Archiving Use eDiscovery cases to identify, manage, and hold content in Exchange, SharePoint, and OneDrive for Business, Use this page
to create cases, manage existing cases, and close cases that you no longer need. To access the eDiscovery Center or an
eDiscovery case, you have to be a site collection administrator or a member of the Owners group. Learn maore I

Data loss prevention

B Go to the eDiscovery Center in SharePoint |
eDiscovery Go to Advanced eDiscovery |
Reports + Jol¥< ] |
Retention Caze name Date created -

Mo cases found
Import

Permissions

Search

BROWSE  PAGE € SHARE Yir FOLLOW

> Home Search this site > L

eDiscovery Center

Cases

Site Contents /O Welcome to the eDiscovery Center

= Use eDiscovery cases to manage the identification and in-place hold of -
Exchange mailboxes, SharePoint sites, and other sources of content. You = Create new case
can create and manage queries to identify relevant content and then
export the search results.

Get Started In-Place Hold, Search, &

1. Grant your legal users permissions to access EX po rt
content across your SharePoint deployment. We
recommend creating a security group that contains
your legal team members.

. To discover Exchange mailboxes, ensure your
administrator has installed the Exchange Web
Services Managed Client on all SharePoint servers
and have your administrator configure
authentication between Exchange and SharePoint.

. Give your legal team security group user policy
permissions to all appropriate SharePoint Web
Applications that contain content you need to
perform eDiscovery on.

. Grant your legal users eDiscovery permissions for
the Exchange mailboxes you must perform
eDiscovery actions on.

+ With in-place holds you can specify ShareFoint sites
and mailboxes to place on hold. When content is
modified or deleted it will be stored in-place until
you need to export it.

In-place eDiscovery search allows you to search
across SharePoint sites, file shares, and Exchange
mailboxes. Use proximity, wildcards, Boolean logic,
and refiners to scope the results to the content you
need. Because the search is in-place, your results
are live and up to date just like if you were doing a
normal Cutloock Web Access or SharePoint site
search.
Once you have identified the content you need, you
can download it to your local hard drive or file
share in a portable native format. Easily download
SharePoint pages, documents, lists, and Exchange
https://0347.sharepoint.com/5ites/eDiscoveryCenter/_layouts/15/viewcases.aspx mailbox data.
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BROWSE  PAGE 1 SHARE Y. FOLLOW
E> Home
eDiscovery Sets o
e ’ [dentify and Hold
Leres <
Sources eDiscavery Sets a In-Place Hold Status
Exports @ new item 0 Cannot Hold
0 Mot On Hold
Documents _ .
Find an rtem L 0 Processing
Site Contents i 0 On hold with filter
: o 0 On Hold
There are no items to show in this view of the 0 Failed

allicrong r Sets” list.

eLNSCoOVEry HETs

Sedlc

n and Export

Queries — Export Status
: —B\ 0 Download Not Started
0 Download Started
Find an item bt w 0 Download Complete
| ’

0 Export Failed

Plaming and creating cases

If you anticipate managing multiple cases in your eDiscovery Center, consider whether you want to define
consistent processes for people in your organization to follow.
1 Naming conventions for case<Could matter if you anticipate larger number of cases, or different types
or classifications of cases, for different departments,
Additional data to describe cases
Defining and communicating permissions for managing cases.
Guidelines on creating queries
Standard procedures for commuaiting when content is placed on hold
Standard procedure for retaining and closing cases

Example lifecycle of an eDiscovery case
Create the site to manage a case

Add sources

Place sources on hold

Create queries

Export case content

Close case

Create a case

1. In an eDiscovery Center, cliCkeate new case

2. Type atitle and description for your case.

3. IntheWeb Site Addresbox, type the last part of the URL you want for the case, such as
ContosovsFabrikam.

4. UnderSelect a templatemake sure thaeDiscovery Casis selected.

5. UnderUser Permissionsselect whether or not to keep the same permissions as the parent site or use
unique permissions. If specific people will need access to this case, but not to other cases, you should
chooseUse unique permissions

= =4 -4 —a -8

= =4 -8 -8 —a A
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Add urces and place them on hold

In the eDiscovery Center, open the case that you want to add a source to.

ClickeDiscovery Sets

Type a name for the eDiscovery Set, sucBxecutive Correspondence

Next toSources clickAdd & Manage Sources

In the dialogbox that appears, undevlailboxes type the account names orraail addresses for the
Exchange mailboxes T

UnderLocations type the URL or file share address for the content you want to use as the source. Any
content you include must be indexed by search.

7. ClickSave

8. In the box undeFilter, type any keywords you want to use to narrow down the source.

9

1

aogrwONPE

o

. To narrow down content by a date range, enter tiart Dateand End Date
0. To limit results to the author of a document or list item, or to a specific seoflemail messages, type the
names or email addresses in th&uthor/Senderbox.
11. To limit results to a specific Exchange domain, type its name iDdh@ainbox.
12. Click theApply Filterbutton.
13. ClickEnable IrPlacehold.
14.¢ 2 @SNARATFe (KL (right codenDSickaedidwREsiS R (1 K S
15. ClickSave

Run queries and export content

Once you have defined your sources, and placed them on hold if necessary, you can run queries to narrow dowr
and extract exactly the content you need for a particular cabare®?oint has some tools that can help you refine
your queries.

You export content from a case when you are ready to deliver it to an authority or want to work on it with

another legal program. The content is exported in a format that is compatible wétiEkbctronic Discovery

Reference Model standard.

Close cases

When you close a case;jitace holds will be released for all of its sources, and you will no longer be able to put
sources on hold for this case.
1. ClickSettings
£
, and then cliclCase Closer
2. ClickClose this case

Verify that a federation server is operational

Procedure 1:

1. To verify that Internet Information Services (lIS) is configured correctly on the federation server, log on to a
client computer that is located in the same forest he federation server.

2. hLISy I oNRgaSNI gAyR2¢3> Ay GKS | RRNBaa ol N GeaL)s
ladfs/fs/federationserverservice.asmx to it for the new federation server, for example:
https://fs1.fabrikam.com/adfs/fs/federationserverservice.asmx

3. Press ENTER, and then complete the next procedure on the federation server computer. If you see the
messags KSNE Aa | LINRPoOof SY ¢ Atidate, @likkCeéntingeSothiisiwabSi@a & S O dzh
The expected output is a display of XML with the service description document. If this page appears, I1IS on
the federation server is operational and serving pages successfully.

Membership in Administrators, or @@valent, on the local computer is the minimum required to complete this
procedure.
Procedure 2:

1. Log on to the new federation server as an administrator.

2. On theStartscreen, typeevent Viewer and then press ENTER.

3. In the details pane, doublelick Applications and Services LogdoubleclickAD FS Eventingnd then click
Admin.
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4. In theEvent IDcolumn, look for event IR0O. If the federation server is configured properly, you see a new
eventr in the Application log of Event Viewrewith the eventlD 100. This event verifies that the federation
server was able to successfully communicate with the Federation Service.

Powershell;

SetMsolUserPrincipalNamemdlet is used to change the User Principal Name (user ID) of a user. This cmdlet car
be used to mve a user between a federated and standard domain, which will result in their authentication type
changing to that of the target domain.
The following command renames userl@contoso.com to CCole@contoso.com.
SetMsolUserPrincipalNamé&JserPrincipalName Usk@contoso.comNewUserPrincipalName
CCole@contoso.com

To view summary information about your current licensing plans and the available licenses for each plan, run the
following command in Office 365
GetMsolAccountSku
To view details about the Officé&B services that are available in a specific licensing plan, use the following
syntax.
(GetMsolAccountSku | where {$_.AccountSkuldq '<AccountSkuld>"}).ServiceStatus

Exchange online:

There are three types of email migrations that can be madenfam Exchange Server:
1 Migrate all mailboxes at once (cutover migration)
Use this type of migration if you're running Exchange 2003, Exchange 2007, Exchange 2010, or Exchange
2013, and if there are fewer than 2000 mailboxes. For an overview of cutogeatioh, see/Vhat you need
to know about a cutover email migration to Office 3&®u can pedrm a cutover migration by using the
Setup wizard, or by starting from the Exchange admin center (EAC). If you want to use the E&Gos®re
a cutover migration to Office 36%5eeUse the Office 365 Setup wizard torfsem a cutover migratiorto
migrate during the setup.
Important The Setup wizard is limited to migrating 150 mailboxes only.
If you start the cutover migration from the EAC, you can move up to 2000 mailboxes, but due to length of
time it takes to creag¢ and migrate 2000 users, it is more reasonable to migrate 150 users or less.
1 Migrate mailboxes in batches (staged migration)
Use this type of migration if you're running Exchange 2003 or Exchange 2007, and there are more than
2,000 mailboxes. For an ewiew of staged migration, sé&'hat you need to know about a staged email
migration to Office 85. To perform the migration tasks, s@erform a staged migration of Excharfgrver
2003 and Exchange 2007 to Office 365
1 Migrate using an integrated Exchange Server and Office 365 environment (hybrid)
Use this type of migration to maintain both gmemises and online mailboxes for your organization and to
gradually migrate wers and email to Office 365. Use this type of migration if:
0 You have Exchange 2010 and more than-2®00 mailboxes.
0 You have Exchange 2010 and want to migrate mailboxes in small batches over time.
0 You have Exchange 2013.
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Mail migration to Office 365 | Methods and classifications

nl Office 365 built-in Mail migration options Third party Mail migration tools

(Native Office 365 migration tools)

Stage Migration IMAP Migration Third party MAPI/RPC Migration
Hybrid Migration Third party EWS Migration

al “Client Side” mail Migration ( PST)

Client Uploading (From Outlook PST)
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