1.1 Design an automated server installation strategy

Microsoft Assessment and Planning Toolkit

The Microsoft Assessment and Planning Toolkit (MAP) is an agentless, automated, multi-product planning and
assessment tool for quicker and easier desktop, server and cloud migrations. MAP provides detailed readiness
assessment reports with extensive hardware and software information, and actionable recommendations to help
organizations accelerate their IT infrastructure planning process, and gather more detail on assets that reside
within their current environment.

MAP performs four key functions: discovery and inventory of computers and applications, hardware and software
migration readiness assessments, software usage tracking, and capacity planning for virtualization, public and
private cloud migration.

1.2 Plan and implement a server deployment infrastructure

Windows Deployment Services (WDS): enables you to deploy Windows operating systems over the network,
which means that you do not have to install each operating system directly from a CD or DVD.

Azure:
Download and import publish settings and subscription information (certificate authentication)
o Installed the Windows Azure PowerShell module by running the Microsoft Web Platform Installer
. At the Windows PowerShell command prompt, type the following command, and then press Enter.
Get-AzurePublishSettingsFile
A web browser opens at https://windows.azure.com/download/publishprofile.aspx for signing in to
Windows Azure.

. Sign in to the Windows Azure Management Portal, and then follow the instructions to download your
Windows Azure publishing settings. Save the file as a .publishsettings type file to your computer.
. In the Windows Azure PowerShell window, at the command prompt, type the following command, and

then press Enter.
Import-AzurePublishSettingsFile <mysettings>.publishsettings

1.3 Plan and implement server upgrade and migration

Windows server migration tools
Windows Server Migration Tools installation and preparation can be divided into the following stages.
1. Installing Windows Server Migration Tools on destination servers that run Windows Server 2012 R2 or
Windows Server 2012.

Install-WindowsFeature Migration —ComputerName DC1
Or
Use the “Add Roles and Features Wizard” to add the Windows Server Migration Tools to your
destination machine

2. Creating deployment folders on migration destination servers, for copying to source servers.
C:\Windows\System32\ServerMigrationTools\smigdeploy.exe
Windows Server 2008 R2
SmigDeploy.exe /package /architecture amd64 /os WS0O8R2 /path <deployment folder path>
Windows Server 2003 64bit
SmigDeploy.exe /package /architecture amd64 /os WS03 /path <deployment folder path>
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3. Copying deployment folders from destination servers to source servers.
4, Registering Windows Server Migration Tools on source servers.

Microsoft .NET Framework 2.0 is installed on computers that are running Windows Server 2003.
Windows PowerShell 1.0 or a later version is installed on source computers

1- On our source computer (in our case W2K8R2-1) open a command window with elevated
privileges,

2- Change to “C:\Mig Tools Folder\SMT_ws08R2_amd64” and type “SMIGDEPLOY.EXE”

Migrate print queue
To manage the migration process, use one of the following:

. The Printer Migration Wizard, which you access through Print Management, a snap-in in Microsoft
Management Console (MMC).
. The Printbrm.exe command-line tool.

You can perform the migration locally or remotely, and from either a client computer or server.

The Printer Migration Wizard migrates:
Print queues.

o Shared printer settings.
o Printer drivers in use by the print spooler.
o Any security settings specific to the installed printer.

Printbrm.exe command-line tool

Backup:
Printbrm -s \\<Server Computerl> -b -f <Printerl Settings>.printerExport
Restore:

Printbrm -s \\<Server Computerl> -r -f <Printerl Settings>.printerExport

Migrate DHCP
o Stop DHCP server
. Export-SmigServerSetting -featurelD DHCP -User All -Group -path \\Canitpro-dc2k12\DHCPShare -

Verbose and press enter to export the DHCP data. In here featurelD define the server role. Once enter the

command it will ask a password to protect the data.
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PS C:ANWINZK3IMIGNSMT _w=203_x86> Export-SmigServerSetting ~featurelD DHCP -Uszer All
Group -path “\\Canitpro-dcZki12\DHCPShare -Uerhbose

cmdlet Export-SmigServerSetting at command pipeline position 1
Supply values for the following parameters:
Password: »eeocmns

ItenType 1D

WindowsFeature DHCP True <>
0SSetting Local User True O
0SSetting Local Group True <

PS C:\WINZ2K3MIGNSHT _w203_x86>

. Now to import DHCP data type Import-SmigServerSetting -featurelD DHCP -Force -path C:\DHCPShare -
Verbose and press enter. Here C:\DHCPShare is the folder path where we save the DHCP data from
windows server 2003. It will ask the password to enter which we have define during the export DHCP server
data process

Migrate File Server
Supported migration scenarios
. File server data and file shares are located in a storage area network (SAN) or other external storage
location that preserves data and file share permissions (except data for local users and groups)
File server data and file shares are located on the server disk (direct-attached storage) that is preserving
data and files shares permissions
. DFS Namespaces
° File Server Resource Manager
. iSCSI Software Target
. Network File System (NFS) file shares
. Shadow Copies of Shared Folders

DFS Namespace
FSUtil.exe target remove <\\SourceServer\Namespace>

Migrate data
Destination server
Receive-SmigServerData
Source server
Send-SmigServerData -ComputerName <DestinationServer> -SourcePath d:\users -DestinationPath
d:\shares\users -Recurse -Include All -Force

Migrate local users and groups
Export-SmigServerSetting -User All -Group -Path <storepath\UsersGroups> -Verbose
Import-SmigServerSetting -User All -Group -Path <storepath\UsersGroups> -Verbose

Migrate CA

o Step 1: Backup Windows Server 2003 certificate authority database and its configuration.
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Certification Authority Backup Wizard

Items to Back Up
You can back up ndividual components of the certification authority data,

Select the items pou wish to back up:
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I | Pesform meremental backup
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. Step 2: Backup CA Registry Settings.

& Registry Editor
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My Computer\HKEY_LOCAL_MACHINE\SYSTEMICurrentControiSetiServices\CertSvciConfiguration
. Step 3: Uninstall CA Service from Windows Server 2003.

. Step 4: Install Windows Server 2012 R2 Certificate Services.
. Step 5: Configure AD CS.

) DESTINATION SERVER
Private Key CANITPRO-DC2K12.canitpro.ocal

Cradentials Specify the type of the private key

Role Services

To generate and issue certificates to clients, a certification authority (CA) must have a private key.

D) Create a new private key
Use this option if you do not have a private key oc want to create 3 new private key.

ting Ceruficate

® Use existing private key
Use this option to ensure continuity with p ly issued when rei
) Select a certificate and use its associated private key
Select this option if you have an existing certificate on this computer or if you want to
import a certificate and use its associated private key.

aCA

O Select an existing private key on this computer
Select this option if you have retained private keys from a previous installation or want to
use a private key from an alternate source.

More about Private Key

Select the PKCS #12 file you want to import and enter
the password below to access this file.

File name:
CACA Backup\CA-SRV.p12

Password:

o0ssssee

oK I I Cancel ]
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. Step 6: Restore CA Backup.

File Action View Help
o Y > m Items to Restore = 1".:
£ Cetification Authority (Local) || Name Description You can restore individual components of the backup file. &gv"
ld,?:[ Al Tasks B Stant Senvice fification Authority
D1 |Reten Stop Service
— B S Select the zems you want to restore:
@ (it IM:Q_' [V Prvate key and CA cetficate
Renew CA Certficate... ¥ Certificate database and certficate database log
Restore from this location:
F:\CABedap\Da(aBm Browse... I
Note: For incremental restores. first select the full backup file and complete the wizard.

Then re-un the wizard, selecting subsequent incremental backup files.

o Step 7: Restore Registry info.

bW = Application Tools CA Backup
Home Share View Manage
®© v 7|k > ThisPC » Local Disk(C) » CABackup v | [ search CaBackup
e 7 tes Name = Date modified Type Size
B Desktop J. DataBase V1/6/2014 1:45 AM  File folder
& Downloads 3 ca-sRv /62018 1:32AM  Personal Informati... 3IKB
: i 49K8
@ Adding inf ion can uni i ly change or delete values and cause components to
stop working coerectly. if you do not trust the source of this information in CA\CA
Backup\Reg-CA.reg. do not add it to the registry.
Are you sure you want to continue?
3items  1item selected 48.5KB =

Active Directory Migration Tool

You can use ADMT to migrate objects in Active Directory forests. This tool includes wizards that automate
migration tasks, such as

migrating users, groups, service accounts, computers, and trusts and performing security translation.
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@ File Action View Window Help
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_| Active Directory Migration Tool I[ :

@ Reports T User Account Migration Wizard :
i — ration
Group Account Migration Wizard
Computer Migration Wizard 1 to evahate th
Security Translation Wizard
Reporting Wizard 1 can view then
Service Account Migration Wizard ization. The reg
Managed Service Account Migration Wizard TS, You must g
Retry Task Wizard
Password Migration Wizard |_
Customer Feedback Options... Manage
MNew Window from Here 'oup and manag
Refresh
Help £
“ This report summarizes the results of the computer migration op

Password Export Server:

The PES service can be installed on any writable domain controller in the source domain that supports 128-bit
encryption.

Because ADMT does not check all settings of the target domain password policy, users need to explicitly set their
password after migration unless the Password never expires or Smartcard is required for interactive logon flags
are set.

1.4 Plan and deploy Virtual Machine Manager services:

Components of VMM 2012

HyperV VMM Agent

S

Admin

Dekgated Admin  yaam Corsole -
Windows Deployment
Services (WDS)

VMM Library

VMM Database
SQL Server

Self-Service User

The VMM Self-Service Portal was deprecated in VMM 2012 and removed from VMM 2012 SP1. There are several
alternatives:

. App Controller 2012 SP1: This provides a new portal that also provides access to company-controlled
subscriptions to third-party and Microsoft-offered public cloud services.

. System Center & Orchestrator: This is the larger private cloud offering for large enterprises, which
integrates all of System Center and other parts of IT infrastructure through runbooks.

. Windows Azure Services for Windows Server: Originally intended for public clouds, this portal is

gathering interest for private cloud implementations.
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In Virtual Machine Manager (VMM), a service is a set of virtual machines that are configured and deployed
together and are managed as a single entity—for example, a deployment of a multi-tier line-of-business
application.

In Virtual Machine Manager (VMM), a profile is a "building block" containing some of the specifications that go
into creating a new virtual machine or virtual machine template. You can use profiles to simplify the process of
creating templates.

Templates help you to quickly create virtual machines with consistent hardware and operating system settings.
Templates can also be used to restrict the virtual machine settings that are available to self-service users who
create new virtual machines. A virtual machine template typically consists of a hardware profile, an operating
system profile, and a virtual hard disk, which will be used by the virtual machine that is created from the
template. The virtual hard disk might be stored in the VMM library, or it might be a disk from an existing virtual
machine.

VMM Profile VM Service Note
Template | Template
Hardware profile X Specify CPU, RAM and so on.
Guest OS profile X Specify OS details such as domain-join info, computer name, and

roles or features to be installed on the destination VMs.

Application profile X Contains the instructions for installing and configuring applications
on VMs.
SQL Server profile X Contains instructions for installing Microsoft SQL Server on VMs.
Physical computer Physical computer profile replaces host profile in SCYMM 2012 R2
profile and used to provision servers via VMM.
Capability profile X X Capability profile is used via hardware profile and used in cloud

deployment scenario.

(| New Guest OS Profile =l 7] New Guest OS Profile =])
General 2 General Settings Geners [¥ General Settings
JELTT SRR |  Specy the operating system of the virtual machine [ Fiotos ond Fostaas | Setect one or more roles to install on thi server. Roles can only be
os 6452 ediion of Win_ TR 2 ures installed when the operating system i set to Windows Server 2008
_ k P’ P 2 Guet OS Dol R2 o¢ above.
Identity Information 64-bit edition of Windows Server 2012 Standard v
Roles:
Features
“g Admin Password Identity Federation Support
¥ Networking
ol Product Key ¥ Script;
3
@ Time Zone
¥ Roles and Features
¥ Networking
¥ Scripts
ppon
View Script oK Cancel
View Script oK Cancel
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Controller Administrator

Users when deploying
av™Mm

Hardware Profiles

Capability Capability Profile

Profile [ VM Template-A
always ‘

assigned in Guest OS Profile

Hardware

Imported in
Profile

Service Template

i

: Service Template-A

Configure
Windows

Application Profile

Multiple VMs
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Features, SQL Server Profile
but works

with a
Used by VMM
VMM Library Used by App Administrator
Workspace Controller when deploying
Users i
All VMM Profiles -Profiles i
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Powershell:

New-SCVMConfiguration

The New-SCVMConfiguration cmdlet creates a virtual machine configuration from a virtual machine template. The
virtual machine configuration is used to specify instance-specific values to use when deploying the virtual machine
configuration.

Add-SCVMHost

The Add-SCVMHost cmdlet adds one or more computers as virtual machine hosts to System Center Virtual
Machine Manager (VMM). A virtual machine host is a physical computer managed by VMM whose role is to host
one or more virtual machines.

New-SCVirtualMachine
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The New-SCVirtualMachine cmdlet creates a virtual machine to be managed by Virtual Machine Manager (VMM).
You can create a virtual machine from an existing stopped virtual machine deployed on a host, from an existing
virtual machine stored in the VMM library, from a virtual machine template, from an existing virtual hard disk that
already contains an operating system, or from a blank virtual hard disk. For example, you can create a new virtual
machine from an existing hard disk that contains a third-party operating system, such as Linux.

1.5 Plan and implement file and storage services:

Deduplication requirements:
Server 2012 <
Must not be a system or boot volume
Must be NTFS. NOT FAT,ReFS
Must be a non-removable drive
Less than 64TB
Server 2012 no CSV. 2012 R2 supports CSV

Windows Offloaded Data Transfers

Windows Offloaded Data Transfer (ODX) functionality in Windows maximizes an enterprise’s investment in
intelligent storage arrays by enabling the arrays to directly transfer data within or between compatible storage
devices, bypassing the host computer.

By offloading the file transfer to the storage array, ODX minimizes latencies, maximizes array throughput, and
reduces resource usage such as CPU and network consumption on the host computer. Windows offloads file
transfers transparently and automatically when you move or copy files, irrespective of whether you drag-and-
drop files through File Explorer or use command-line file copy commands.

Some of the applications of ODX include:

. Rapidly import and export Hyper-V virtual machines that are stored on an ODX-capable storage array and
accessed via iSCSI, Fibre Channel, or SMB file shares
. Transfer large files such as database files or video files with increased speed and decreased CPU and

network resource consumption on the host server

Requirements
o Must be connected by using one of the following protocols:
o iSCSI
Fibre Channel
Fibre Channel over Ethernet
Serial Attached SCSI (SAS)

IDE Not Supported

O O O O

The computer initiating the data transfer must be running Windows Server 2012 R2, Windows Server 2012,
Windows 8.1, or Windows 8.
File system filter drivers such as antivirus and encryption programs need to opt-in to ODX. ODX is not supported
by the following file system filter drivers:

o Data Deduplication

o BitLocker Drive Encryption
Files must be on an unencrypted basic partition. Storage Spaces and dynamic volumes are not supported.

Validate file system filter drivers
To use ODX, validate all the file system filter drivers on all servers that are hosting the storage support ODX.

o On each server on which you want to use ODX, list all of the file system filter drivers that are attached to
the volume on which you want to enable ODX.
Fltmc instances -v <volume>
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o For each filter driver listed, query the registry to determine whether the filter driver has opted-in to ODX
support.
Get-ltemProperty hkim:\system\currentcontrolset\services\<FilterName> -Name
"SupportedFeatures"
If the SupportedFeatures registry value equals 3, the filter driver supports ODX.

Disable ODX on the server
Check whether ODX is currently enabled (it is by default) by verifying that the FilterSupportedFeaturesMode
value in the registry equals 0.
Get-ltemProperty hkim:\system\currentcontrolset\control\filesystem -Name
"FilterSupportedFeaturesMode"
Disable ODX support.
Set-ltemProperty hkim:\system\currentcontrolset\control\filesystem -Name
"FilterSupportedFeaturesMode" -Value 1

Mounting an NFS shared resource to a drive letter
mount [-o0O0ptions] \\ComputerName\ShareName {DeviceName | *}

DeviceName | * The drive letter to assign to the mounted shared resource. The asterisk (*) means to use
the next available letter.

—0 anon Mounts as anonymous user.
-0 nolock Disables locking. This option might improve performance if you only need to read files.
ISCSI:

Microsoft iISCSI Software Target

iSCSI: An Internet Protocol (IP)
based storage networking
standard for linking data storage
facilities.

iSCSI Targets are instances of hard
disk storage that connect over IP
or Ethernet networks. Targets
listen to initiator commands and
perform the required 1/0.

.... Windows
Storage Server

Ethernet switch
connecting Gigabit Ethernet

Virtual Disk Index | Descripton
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Windows Server 2012 Storage Virtualization Concept

Powershell:

Set-FileStorageTier

The Set-FileStorageTier cmdlet assigns a file to a specified storage tier. Assigning a file to a tier is also called
pinning the file to a tier. To pin a file to a storage tier, the file must be on a volume that is hosted by the same
tiered storage space. If you pin a file that is already assigned to a different tier, the file changes assignment the
next time tier optimization takes place.

Get-FileStorageTier

The Get-FileStorageTier cmdlet gets all the files assigned to a Storage tier on a tiered volume stored on a tiered
Storage space, and the status of each file. A file that you assign to a Storage tier is called a pinned file. The
possible status values are the following:

-- Not on tier

-- Completely on tier

-- Partially on tier

2.1 Design and maintain a Dynamic Host Configuration
Protocol (DHCP) solution:

DHCP Failover Modes:

Hot standby mode

In hot standby mode, two servers operate in a failover relationship where an active server is responsible for
leasing IP addresses and configuration information to all clients in a scope or subnet. The partner server assumes
a standby role, with responsibility to issue leases to DHCP clients only if the active server becomes unavailable.
Hot standby mode is ideal for scenarios where the failover partner is only intended to be used temporarily when
the active server is unavailable.

Load balance mode

Load balance mode is the default mode of deployment. In this mode, two DHCP servers simultaneously serve IP
addresses and options to clients on a given subnet. DHCP client requests are load balanced and shared between
the two DHCP servers. The default load balancing ratio between the two servers is 50:50, but this can be
customized to any ratio from 0 to 100%.
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TCP connection
{port 647)

DHCPL Operational state

DHCP2

O information

o i

; +

b, N ;
Leasa infarmation

Setting

Name
Partner server

Mode
Load balance percentage
Server role

Reserve percentage

Maximum client lead time
(MCLT))

State switchover interval

State
Scope IDs

Automatic state transition

Enable authentication

o

Description

Name of the failover relationship. The name of the failover relationship must be
unique on the local server.

Name or IP address of the server that shares the failover relationship with the local
DHCP server.

The type of DHCP failover mode chosen.
The percentage of DHCP client leases that will be evaluated by the local server.
The role of the local server in hot standby mode, either active or standby.

The percentage of IP addresses in a scope that are reserved for the hot standby
server.

The maximum amount of time that one server can extend a lease for a DHCP client
beyond the time known by the partner server.

The interval after which a DHCP server automatically transitions its failover partner to

a partner down state after loss of communication.
The current state of the local server.

A list of DHCP scope IDs that are associated with the failover relationship.

If a state switchover interval is configured, then automatic state transition is enabled.

By default, automatic state transition is disabled.

Whether or not a shared secret is required between failover partners.

To deploy DHCP Failover, you need to have two computers running Windows Server 2012 or higher. If you have

any DHCP servers running Windows Server 2008 R2, Windows Server 2008, or Windows Server 2003, then you will

need to first migrate these to Windows Server 2012.
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Create a new failover relationship —
@ Geneal | DNS [ Network Access Protection
Fitters | Failower Advanced
) o You can delete, edit and view status of all fallover relationships that this
Create a new failover relationship with partner dhep1.contoso.com serveris part of.
dc1.contoso.com-152.168.0.254
o dhcp1-dc1 load balance Edi

Relationship Name: Idc‘l-dhcp‘l it
Maximum Client Lead Time: Iﬁ-];l hours Iﬁﬂ;l minutes Delete
Mode: ILoad balance LI < | | 5 |

Load Balance Percentage

Local Server: I =%

= G| r Failover status
Partner Server: I 5{]:: %
- State of the server: INgrma|
[~ State Switchover Interval: I ﬁﬂ:: minutes
= Partner Server: |‘|92_133_|]_254
[™ Enable Message Authentication
Shared Secret: [ Mode: |Hot standby
<Back || Net> | [ Cancel [ ok || cancel || sy
2011
)
Node 1 | Node 2
(Primary) Data Storage | (Secondary)
e — — |
7
K Cluster Virtual Host)
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IPv6 - Configurations

* SLAAC can be used in a number of ways:
- Stateless without DHCPV6,
- Stateless with DHCPv6
- Stateful with DHCPv6
* Stateless -
- Router/DHCP server does not track ip address,
- Simply provides network prefix,
- Node not guaranteed to get same IPv6 address,
- Node configures host identifier,
» Stateful -
- DHCP server keeps track of addresses handed out (leases),
~ DHCP can assign same IPv6 address to returning node (DUID),

Powershell:

Get-DhcpServerv4lLease

The Get-DhcpServerv4Lease cmdlet gets one or more lease records from the Dynamic Host Configuration
Protocol (DHCP) server service.

This example gets all the active IPv4 address leases from the DHCPv4 scope 10.10.10.0.
Get-DhcpServervdlLease -ComputerName "dhcpserver.contoso.com" -Scopeld 10.10.10.0

Add-DhcpServerv4Lease

The Add-DhcpServervdLease cmdlet adds a new IPv4 address lease on the Dynamic Host Configuration Protocol
(DHCP) server service. This cmdlet is only supported for DHCP server service that runs on Windows Server® 2012.
Add-DhcpServervalLease -IPAddress 10.10.10.11 -Scopeld 10.10.10.0 -Clientld FO-DE-F1-7A-00-5E -
LeaseExpiryTime "2012-01-28 01:38:13Z" -HostName "MyComputer.contoso.com"

Set-DhcpServerv4DnsSetting

The Set-DhcpServerv4DnsSetting cmdlet configures how the Dynamic Host Configuration Protocol (DHCP) server
service updates the DNS server by using the client-related information. This cmdlet modifies the effective DNS
update setting and sets the setting on the server or the specified scope, policy or reservation.

Example : Set update configuration settings for a server policy

This example sets DNS update configuration settings for the sever policy ForeignDevices to enable DNS
registration of clients under the DNS suffix guestdomain.com. The command specifies the computer, named
dhcpserver.contoso.com, that runs the DHCP server service.

Set-DhcpServerv4DnsSetting -ComputerName "dhcpserver.contoso.com" -DnsSuffix
"guestdomain.com" -PolicyName "ForeignDevices"

Add-DhcpServerv4Policy

The Add-DhcpServerv4Policy cmdlet adds a new policy either at the server level or at the scope level. The policy
name must be unique at the level, either server or specific scope, where the policy is added and should have at
least one condition as specified by the Circuitld, Clientld, Fgdn, MACAddress, RelayAgent, Remoteld, Subscriberld,
UserClass, or VendorClass parameter.

Example: Create a server level policy for clients that are not members of a domain

This example creates a server level policy for all foreign clients that are not members of the local domain
contoso.com. The policy matches clients that have an FQDN that does not contain the value contoso.com.
Add-DhcpServerv4Policy -Name "ForeignDevices" -Condition OR -Fqdn NE, *.contoso.com

Add-DhcpServerv4Failover -Name dcl-dhcpl —ScopelD 192.168.10.0 —PartnerServer dhcpl.contoso.com
Get-DhcpServerv4Failover
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2.2 Design a name resolution solution strategy:

Zone Types

Primary zone
This DNS server is the primary source for information about this zone, and it stores the master copy of zone
data in a local file or in AD DS. When the zone is stored in a file, by default the primary zone file is named
zone_name.dns and it is located in the %windir%\System32\Dns folder on the server.

Secondary zone
This DNS server is a secondary source for information about this zone. The zone at this server must be
obtained from another remote DNS server computer that also hosts the zone. This DNS server must have
network access to the remote DNS server that supplies this server with updated information about the
zone. Because a secondary zone is merely a copy of a primary zone that is hosted on another server, it
cannot be stored in AD DS.

o Read-only copy

Stub zone
This DNS server is a source only for information about the authoritative name servers for this zone. The
zone at this server must be obtained from another DNS server that hosts the zone. This DNS server must
have network access to the remote DNS server to copy the authoritative name server information about the
zone.
Pointer to Auth name server: contains SOA, NS, A (Glue record)

GlobalNames Zone
DNS Server role in Windows Server supports a specially named zone, called GlobalNames. By deploying a
zone with this name, you can have the static, global records with single-label names, without relying on
WINS. These single-label names typically refer to records for important, well-known and widely-used
servers—servers that are already assigned static IP addresses and that are currently managed by IT-
administrators using WINS.
In order to use this new zone, you have to do the following two steps:
1. Create the GlobalNames Zone (either via GUl or Command line), and
Create primary forward lookup zone named "GlobalNames"
2. Enable support for this Zone on the DNS Server
Dnscmd ServerName [config /Enableglobalnamessupport 1

If you want DNS clients in other forests to use the GlobalNames zone for resolving names, add service
location (SRV) resource records to the forest-wide DNS application partition, using the service name
_globalnames._msdcs and specifying the FQDN of the DNS server that hosts the GlobalNames zone.
Deploying a GlobalNames Zone

Resource Record

Host (A) resource record for mapping a Domain Name System (DNS) domain name to an IP address that a
computer uses.

Alias (CNAME) resource record for mapping an alias DNS domain name to another primary or canonical
name.

Mail exchanger (MX) resource record for mapping a DNS domain name to the name of a computer that
exchanges or forwards mail.

Pointer (PTR) resource record for mapping a reverse DNS domain name that is based on the IP address of
a computer that points to the forward DNS domain name of that computer.

Service location (SRV) resource record for mapping a DNS domain name to a specified list of DNS host
computers that offer a specific type of service, such as Active Directory domain controllers.
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Mame Type Data

§—|5}rd-1 Host (4) 10.10.10.100

§—|alias Alias (CMAME) Melb-1.Pasan.com.au

§—|mail Mail Exchanger (MX]) [10] syd-1.Pasan.com.au

Mame Type Data

ﬂ_kpasswd Service Location (SRV)  [0][100][464] syd-1.pasan.com.au.
§—|_Idap Service Location (SRV)  [0][100][389] melb-1.pasan.com.au.

DNS Zone Delegation

You can divide your Domain Name System (DNS) namespace into one or more zones. You can delegate
management of part of your namespace to another location or department in your organization by delegating the
management of the corresponding zone.

You could use zone delegation to define the DNS-Server which has to be used when querying an information in a
subdomain.

2 DNS Manager =[] e

File Actio

View Help

e 1@ XE ez HE § @&
° S o ~
& DNS |ﬁew Delegation Wizard " -”es‘a"‘
4 [ CONTOSO ftic
b Lﬁ] Global Logs Delegated Domain Name tic
4 [ ] Forward Lookup Zones Authority for the DNS domain you supply will be delegated to a different zone. "
L~

- | adatum.com
- contoso.com

-| Reverse Lookup Zones
b Trust Points Delegated domain:

Specify the name of the DNS domain you want to delegate.

p ] Conditional Forwarders |ad

Fully qualified domain name (FQDN):

I ad.contoso.com

< Back ” Next > ‘ | Cancel
< m > < m >
New Delegation Wizard x|
Name Servers
‘fou can select one or more name servers to host the delegated zone, j

Spedfy the names and IP addresses of the DNS servers you want to have host the
delegated zone.

Mame servers:

Server Fully Qualified Domain Mame (FODM) | IF Address |
buc-srv4-dc2. [10.10.10.13]
Add... Edit... Remaove
< Back Cancel |

Cache Locking [Helps against cache poisoning]
Cache locking is a new security feature available with Windows Server® 2008 R2 that allows you to control
whether or not information in the DNS cache can be overwritten.
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Cache locking is configured as a percent value. For example, if the cache locking value is set to 50, then the DNS
server will not overwrite a cached entry for half of the duration of the TTL. By default, the cache locking percent
value is 100. This means that cached entries will not be overwritten for the entire duration of the TTL.
Set-DnsServerCache —LockingPercent 70

** This changes the cache lock value to 70 percent

DNSSEC

Domain Name System Security Extensions (DNSSEC) is a suite of extensions that add security to the Domain Name
System (DNS) protocol by enabling DNS responses to be validated. Specifically, DNSSEC provides origin authority,
data integrity, and authenticated denial of existence. With DNSSEC, the DNS protocol is much less susceptible to
certain types of attacks, particularly DNS spoofing attacks.

Requirements:

Windows Server 2012, or a later operating system

DNS servers can be workgroup computers or domain member computers.

DNS Socket Pool

The DNS socket pool enables a DNS server to use source port randomization when it issues DNS queries. When
the DNS service starts, the server chooses a source port from a pool of sockets that are available for issuing
queries. Instead of using a predicable source port, the DNS server uses a random port number that it selects from
the DNS socket pool.

The DNS socket pool is enabled by default in Windows Server 2012 R2.

Global Query Block List

The block list feature that is provided by the DNS server role in Windows Server 2008 helps prevent the takeover
of WPAD by ensuring that queries for WPAD servers always fail unless WPAD is excluded from the block list.

Create a DNS Application Directory Partition

You can store Domain Name System (DNS) zones in the domain or application directory partitions of Active
Directory Domain Services (AD DS). A partition is a data structure in AD DS that distinguishes data for different
replication purposes. When you create an application directory partition for DNS, you can control the scope of
replication for the zone that is stored in that partition.
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i

Computer name SYD-1 Last installed updates

Domain asan.com.au Windows Update

%] Administrator: Windows PowerShell =

DirectoryPartitionHame
DomainDnsZones._Pasan.com.au OCOHS_DP_OKAY) Enlisted Auto Domain

DomainDnsZones.syd_Pasan.com. au Hot-Enlisted
ForestDnsZones.Pasan.com.au DCOHS_DP_OKAY) Enlisted Auto Forest

PS C:\Windowsisystem32?> Add-DnsServerDirectoryPartition -Hame part_pasan.com.au
PS C:\Windowsisystem32> Get-DnsServerDirectoryPartition

DirectoryPartitionHame

DomainDnsZones.Pasan.com. au DCOHS_DP_OKAY) Enlisted Auto Domain
DomainDnsZones.syd.Pasan.com.au Hot-Enlisted
ForestDnsZones_Pasan.com.au OCOHS_DP_OKAY) Enlisted Auto Forest
part.pasan.com.au DCOHS_DP_OKAY) Enlisted

PS C:Windowsisystem3?>

1 New Zone Wizard
M= &Ebn e Ry Active Directory Zone Replication Scope =
4= = al a = E 2 H You can select how you want DMNS data replicated throughout your netwaork, L
£ DNS Nam
P EI SYD-1 3 Select how you want zone data replicated:
4 || Forward Lockup Zones = p () To all DNS servers running on domain controllers in this forest: Pasan.com.au
[ __ _msdcs.Pasan.com.ar
4 [2] Pasan.com.au () To all DNS servers running on domain controllers in this domain: Pasan.com.au
I _msdes )
b ] _sites () To all domain controllers in this domain (for Windows 2000 compatibility): Pasan.com.au
b [ _tep _
b _udp (@) To &ll domain controllers spedfied in the scope of this directory partition:
i || DomainDnsZones
i || ForestDnsZones ENCEEEae b
| syd
Powersshell

The Add-DnsServerDirectoryPartition cmdlet creates a Domain Name System (DNS) application directory
partition. After you install a DNS server, DNS creates an application directory partition for the service at the forest
and domain levels. This cmdlet creates additional DNS application directory partitions.

This command adds a new DNS application directory partition named ADpart to the local computer.

Add-DnsServerDirectoryPartition -Name "ADpart"

dnscmd <ServerName> /CreateDirectoryPartition <FQDN>

The Register-DnsServerDirectoryPartition cmdlet registers a Domain Name System (DNS) server in a DNS
application directory partition. After you create a Domain Name System (DNS) application directory partition to
store a zone, you must register the DNS server that hosts the zone in the application directory partition. After you
register a DNS server in a DNS application directory partition, the DNS server adds itself the to the replication
scope of the DNS application directory partitions.

Register-DnsServerDirectoryPartition -Name "ADpart"

dnscmd <ServerName> /EnlistDirectoryPartition <FQDN>

The UnRegister-DnsServerDirectoryPartition cmdlet deregisters a Domain Name System (DNS) server from a

specified DNS application directory partition. After you deregister a DNS server from a DNS application directory
partition, the DNS server removes itself the from the replication scope of the partition.
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2.3 Design and manage an IP address management solution:

IP address management (IPAM) is a means of planning, tracking, and managing the Internet Protocol address
space used in a network. IPAM integrates DNS and DHCP so that each is aware of changes in the other (for
instance DNS knowing of the IP address taken by a client via DHCP, and updating itself accordingly).

IPAM must be installed on a domain member computer. You cannot install IPAM on a domain controller. If IPAM
is installed on the same server with DHCP, then DHCP server discovery will be disabled.

An IPAM server provides support for a single Active Directory forest. Multi-forest topologies are not supported.

Multiple IPAM servers can support a single domain, or a single IPAM server can support all domains in an Active
Directory forest.

You can use IPAM to manage DHCP servers running on Windows Server 2008 R2 and above.

IPAM server itself must run on Windows Server 2012 or Windows Server 2012 R2

IPAM deployment options

An IPAM server is a domain member computer.

Important

You cannot install the IPAM feature on an Active Directory domain controller.

There are three general methods to deploy IPAM servers:
1. Distributed: An IPAM server deployed at every site in an enterprise.
2. Centralized: One IPAM server in an enterprise.
3. Hybrid: A central IPAM server deployed with dedicated IPAM servers at each site.

IPAM deployment steps

Step 1 - Installation
IPAM can be installed in two ways: using Windows Powershell or by accessing the Roles and Features section from
Server Manager Console:

Step 2 — Provisioning
Once the installation has been successfully completed, open the Server Manger Console and navigate to the IPAM

section. Here you will discover all available IPAM server tasks:
= Server Manager - | O

(©)~  server Manager * IPAM » OVERVIEW “@ 1 F | e 1o v

OVERVIEW IPAM SERVER TASKS

i
[ 1 4 Start server discovery
igi
] QUICK START
(-]
- . . . -
ﬁ Provision the IPAM server 5 Select or add servers to manage and ver
ACTIONS =

3 Configure server discovery 6 Retrieve data from managed servers

LEARN MORE

Select the second option, Provision the IPAM, to start the IPAM configuration wizard. In this section is where the
IPAM database, security groups, tasks and folders are created.
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Step 3 — Provisioning Method

You must configure how the IPAM server interacts with network servers, there are two options available:
manually or by using GPOs. Simply put, by selecting the first option, an administrator would have to configure
security groups, firewall rules and network shares manually on each machine. This method is really not
recommended since it adds a lot of extra configurations and increases the overall complexity of the IPAM
deployment.

The second option is much easier to implement since it uses Group Policy Objects to configure all IPAM managed
servers. Unless you simply cannot you use the second option, you should always use GPOs to configure servers

managed by IPAM. Note that you have to specify a prefix that will be set to the IPAM GPOs:
~ Provision IPAM = | o [

Select provisioning method

Managed servers must be configured with settings that allow IPAM to access remote management
functions and event information.

Learn more about access provisioning on managed servers

Select a provisicning method for managed servers:

) Manual
The manual provisioning method requires that you configure the required network shares,
security groups, and firewall rules manually on each managed server,

®) Group Policy Based
The Group Policy based provisioning method requires Group Policy Objects (GPQO) to be created
in each domain that you manage with this [PAM server. IPAM will automatically configure
settings on managed servers by adding the server to appropriate GPO. This can be especially
useful in a large network with many managed servers, GPOs that you create must follow naming
conventions used by IPAM, however you can customize the GPO name with a prefix of your
choice, GPO name prefix, should be unique for each IPAM instance running in an AD forest.

GPO name prefix: IPAMPPSCU

i ] Create the GPOs in each IPAM managed domain using the IPAM powershell cmdlet 'Invoke-
IpamGpoProvisioning',

Once the wizard has been successfully completed, three Group Policy Objects will be created: one for DNS
servers, one for DHCP servers and one for Domain Controllers.

Step 4 — Configure Server Discovery

Select the third task from the IPAM console to configure server discovery. This is where we specify what servers
should be discovered by our IPAM machine. You will need to select and add domains to discover. By default, all
three types of servers are selected: DNS, DHCP and Domain Controllers. You can change the discovery options by
selecting only desired types of servers:
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Select domains to discover:

| [l [ s |

Select the server roles to discover:

Domain Domain controller DHCP server DNS server

(root d in) ppscu.com | | |

Remove

0 ror Group Policy based provisioning, create the GPOs for each domain in the list using the
Windows PowerShell cmdlet "Invoke-lpamGpoProvisicning” on IPAM server.

Learn more about group policy based provisioning.

Details of server discovery schedule

Next scheduled run time: 9/28/2015 5:55:21 PM

1. Discovery schedule can be changed by editing \Microsoft\Windows\|PAM
\ServerDiscovery located in the Task Scheduler on the IPAM server with administrator
privileges.

Step 5 — Start Discovery
Once this section has been covered, select the 4th task to start the server discovery procedure:

Qverview Task Details and Notifications
All Tasks | 1 total

Filter o - - —

Status  Task Name

Stage Message Action Notifications

IPAM ServerDiscovery task

Comple... Discovered servers are based on: 9/27/2015 6:0...

<

Status Notification Timegtamp

Step 6 — Verify GPOs

You can now verify the GPOs in the Group Policy Management Console. Connect to the blocked machine and
execute gpupdate /force to propagate the newly created GPOs.

For each machine you will have to change its manageability status to managed, you can do so if you right click on
the blocked machine and select edit server:
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Add or Edit Server =

Provide server details and other custom field mapping details:

Basic configurations o
Field Value
*  Server name (FOQDN) WinSrv1.ppscu.com Verify
* IP address 10.101.10
s DC
erver fype DMS server
[ DHCP server
[ MPS server
Manageability status Managed | - |
Owner
Description
Custom Configurations b/
| QK | | Cancel |

The machine should change its IPAM Access status to Unblocked.

Step 7 — Import Data
Now that the server has been added to IPAM, you can retrieve and import its data to the IPAM server if you right
click on the machine and select Retrieve All Server Data. You can also execute the 6th available task from the

IPAM console to retrieve data from managed servers:

= Server Manager a

Manage Tools View

IPv4
OVERVIEW IPv4 | 1 total
SERVER INVENTO... o Discovered servers are based on: 9/27/2015 9:33:10 PM. Next data collection is on: 9/28/2015 5:55:21 PM. Please re... More... x
IP ADDRESS SPACE Filter o \_E) - E/\' - Q
IP Address Blocks
IP Address Inve... Recommended Action Manageability Status  IPAM Access Status  Server Name  DNS Suffic Domain Name  Server Status  Ser
P IPAddress Ran.. ) IPAM Access Unblocked Unblocked _
m MONITOR AND... Edit Server...
DNS and DHCP... Retrieve All Server Data
DHCP Scopes Refresh Server Access Status
< [T >
DNS Zone Moni... e
Server Groups =
EVENT CATALOG Details View
WinSnv1
= = "
Description:
1Pvd

Managed Serv..

Unmanaged 5...
Learn more about IPAM Access Status

IPvi
Managed Serv... Server Name: WinSrv1 Data Retrieval Status: Completed
Domain Name: ppscu.com Manageability Status: Managed =
Pianag it IPvd Addresses: 1010110 IPAM Access Status: Unblocked
IPv6 Addresses: Recommended Action: IPAM Access U
Operating System:  Windows Server 2012 Datacenter Cwner:
Server Status: Mo change DHCP RPC Access Status: Mot applicable
DINS Suffix: ppscu.com DHCP Audit Share Access Status:  Not applicable -
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Configure IPAM VMM Integration
To enable IPAM and Virtual Machine Manager (VMM ) integration, you must first configure a user account for
VMM on the IPAM server and then configure the IPAM network service plugin in VMM.

. Configure IPAM

VMM must be granted permission to view and modify IP address space in IPAM, and to perform
remote management of the IPAM server. VMM uses a “Run As” account to provide these permissions
to the IPAM network service plugin. The “Run As” account must be configured with appropriate
permission on the IPAM server.

Permissions on IPAM: IPAM ASM administrator, Remote management users

o Configure VMM

@)
@)
@)

In the Fabric workspace, expand the Networking node and then click Network Service.

Right-click Network Service, and click Add Network Service.

In the Add Network Service Wizard, on the Name page, next to Name, type IPAM and then click
Next. The Description field is optional.

On the Manufacturer and Model page, next to Manufacturer, choose Microsoft and next to
Model, choose Microsoft Windows Server IP Address Management, and then click Next.

On the Credentials page, next to Run As account, click Browse and then click Create Run As
Account.

On the Create Run As Account page, next to Name type a name for the account, for example
VMM User.

Next to User name, Password and Confirm password, enter the username and password for the
account that was created on the IPAM server in the previous procedure, for example
contoso\vmmuser. A description is optional. See the following example. Click OK to continue.

Click OK to close the Select a Run As Account dialog box.

Click Next, and then on the Connection String page, type the fully qualified domain name (FQDN)
of the IPAM server, for example ipam1.contoso.com. Click Next to continue.

On the Provider page, verify that Microsoft IP Address Management Provider is selected next to
Configuration provider, and then click Test.

Verify that Passed is displayed next to Test open connection, Test capability discovery, and Test
system info. See the following example.

IPAM security groups
The following local IPAM security groups are created when you install IPAM.

. IPAM Users: Members of this group can view all information in server discovery, IP address space, and
server management. They can view IPAM and DHCP server operational events, but cannot view IP address
tracking information.

. IPAM MSM Administrators: IPAM multi-server management (MSM) administrators have IPAM Users
privileges and can perform IPAM common management tasks and server management tasks.

. IPAM ASM Administrators: IPAM address space management (ASM) administrators have IPAM Users
privileges and can perform IPAM common management tasks and IP address space tasks.

. IPAM IP Audit Administrators: Members of this group have IPAM Users privileges and can perform IPAM
common management tasks and can view IP address tracking information.

o IPAM Administrators: IPAM Administrators have the privileges to view all IPAM data and perform all
IPAM tasks.

Powershell:

Invoke-lpamGpoProvisioning

The Invoke-lpamGpoProvisioning cmdlet creates and links three group policies specified in the Domain
parameter for provisioning required access settings on the server roles managed by the computer running the IP
Address Management (IPAM) server.
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Example : Provision a GPO by using an FQDN
Invoke-lpamGpoProvisioning -Domain "child.contoso.com" -GpoPrefixName "IPAM2" -IpamServerFgdn
"Ipam2.Contoso.com" -Force

3.1 Design a VPN solution:

The Remote Access server role is a logical grouping of the following related network access technologies.
o DirectAccess
DirectAccess enables remote users to securely access shared resources, Web sites, and applications
on an internal network without connecting to a virtual private network (VPN). DirectAccess
establishes bi-directional connectivity with an internal network every time a DirectAccess-enabled
computer is connected to the Internet. Users never have to think about connecting to the internal
network, and IT administrators can manage remote computers outside the office, even when the
computers are not connected to the VPN.
o Routing and Remote Access
The Routing and Remote Access service (RRAS) supports remote user or site-to-site connectivity by
using virtual private network (VPN) or dial-up connections. RRAS provides the following features.
RRAS Multitenant Gateway
Remote Access: By using RRAS, you can deploy VPN connections to provide end users with
remote access to your organization's network. You can also create a site-to-site VPN connection
Routing: RRAS is a software router and an open platform for routing and networking.
o Web Application Proxy
Web Application Proxy provides reverse proxy functionality for web applications inside your corporate
network to allow users on any device to access them from outside the corporate network.

VPN Tunnelling Protocols

Tunnelling enables the encapsulation of a packet from one type of protocol within the datagram of a different
protocol. For example, VPN uses Point-to-Point Tunnelling Protocol (PPTP) to encapsulate IP packets over a public
network, such as the Internet. You can configure a VPN solution based on PPTP, Layer Two Tunneling Protocol
(L2TP), Secure Socket Tunneling Protocol (SSTP), or Internet Protocol security (IPsec) using Internet Key Exchange
version 2 (IKEv2).

Tunnel Encryption Compatibility Features

PPTP MS-CHAP v2,EAP-TLS | XP, 2003 <

L2TP/IPsec | IPsec XP, 2003 <

SSTP HTTPS.SSL Vista SP1, 2008 <

IKEv2 Ipsec/ESP 7, 2008R2 < VPN Reconnect

Azure cross-premises connection options

o Site-to-Site connection
o VPN connection over IPsec (IKE v1 and IKE v2). This type of connection requires a VPN device or
RRAS.
o Point-to-Site
o VPN connection over SSTP (Secure Socket Tunneling Protocol). This connection does not require a
VPN device.

Connection Manager Administration Kit
Connection Manager in Windows is connection management software that simplifies and enhances the
management of remote connections. Connection Manager uses profiles made of connection settings that allow
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connections from the local computer to a remote network. You can use the Connection Manager Administration
Kit (CMAK) to create profiles for Connection Manager and distribute them to your users.
Connection Manager Administration Kit Wizard

Select the Target Operating System
Connection Manager supports different features in a Connection Manager profile depending
on what operating system is running on the client computer.

IMPORTANT: A connection profile must be created on a computer that uses the same 32-bit
or 64-bit processor architecture as the clients on which you want to install the profile.

Specify the operating system on which this Connection Manager profile will run.

(®) Windows Vista or above

O Windows Server 2003, Windows XP, or Windows 2000

< Back ” Nesdt > | ‘ Cancel

3.2 Design a DirectAccess solution:

DirectAccess Split Tunneling and Force Tunneling

When you configure a Windows DA server or UAG DA server-based DirectAccess (DA) solution, the default setting
is to enable split tunneling. What split tunneling refers to is the fact that only connections to the corpnet are sent
over the DA IPsec tunnels. If the user wants to connect to resources on the Internet, the connection is made over
the local link (that is to say, the connection is sent directly to the Internet based on the IP addressing
configuration on the DA client computer’s NIC).

However, you might not want to enable split tunneling. If that is the case, then all traffic from the DA client to any
resource must go over the DA IPsec tunnels. Traffic destined for the intranet goes over the DA IPsec tunnels, and
traffic destined to the Internet also goes over the DA IPsec tunnels. Split tunneling is disabled when you enable
Force Tunneling for the DA client connections. Force Tunneling is enabled via Group Policy:

3.3 Design a Web Application Proxy solution:

Web Application Proxy in Windows Server 2012R2 supports two types of
preauthentication:

. AD FS preauthentication. AD FS preauthentication uses AD FS for web applications that use claims-based
authentication.
o Pass-through preauthentication. Pass-through preauthentication does not use AD FS for authentication,

and Web Application Proxy does not preauthenticate the user. Instead, the user connects to the web
application through Web Application Proxy.

Certificate enhanced Key Usage

A certificate enables the subject to perform a specific task. To help control the usage of a certificate outside its
intended purpose, restrictions are automatically placed on certificates. These restrictions can be applied by using
the key usage extension.
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Certificate Sy
| General | Detais | Certfication Path

Show: |Extensions Only -

Field Value -

CIlER o L=

Clent Authentication (1.3.6.1.5,

(k)| Key Usage Digital Signature, Key Endpherms
-I-J Application Polides [1]application Certificate Policy:F
1§ |Subject Key Identifier 6e339a 4907 25eaa147151
lii | Authority Key Identifier KeyID=08 42 e3 db 4e 1166 £31
AR Mestribe vhan Bainke MR Pectriba e Baint: Mectriba b
o LI 3
Chent Authenticaton (1.3.6.1.5.5.7.3.2) I
Server Authentication (1.3.6.1.5.5.7.3.1)

Workplace Join:

Configure Device Registration Service Discovery

Workplace Join client devices will attempt to discover the Device Registration Server by combining the user
account name with a well-known Device Registration server name.

You must create a DNS CNAME record that points to the A record associated with your AD FS farm. The CNAME
record must use the well-known prefix EnterpriseRegistration followed by the UPN suffix used by the user
accounts at your organization. If your organization uses multiple UPN suffixes, multiple CNAME records must be
created in DNS.

Configure Device Registration Discovery Server SSL certificate
for the Workplace Join client to discover the Device Registration server using a well-known DNS CNAME record,
AD FS must be configured with a server SSL certificate that includes the well-known Device Registration server
names. You must include one server name for every userPrincipalName (UPN) suffix in use at your company in the
format of:
enterpriseregistration.<upnsuffix>
For example, if your company’s UPN suffix is @contoso.com, then your AD FS server SSL certificate must contain
enterpriseregistration.contoso.com
Example: Using a wildcard certificate

Subject = *.contoso.com
Example: Using subject alternative names

Subject = adfs.contoso.com (This is your AD FS farm name)

Subject Alternative Name (DNS) = adfs.contoso.com

Subject Alternative Name (DNS) = enterpriseregistration.contoso.com

Subject Alternative Name (DNS) = enterpriseregistration.region.contoso.com
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3.4 Implement a scalable remote access solution:

RRAS Routing and Remote Access Service:

Static Packet Filters
RRAS supports IP packet filtering, which specifies which type of traffic is allowed into and out of the RRAS server.
The packet filtering feature is based on exceptions.
You can set packet filters per interface and configure them to do one of the following:
. Pass through all traffic except packets prohibited by filters.

. Discard all traffic except packets allowed by filters.
£ Routing and RAS Admin - \WRFAS == =]
CEIENEEEE KT
=] \FRAS ype [ 1P Addhess | Adminishative status | Opeistional slshas | Incoming bytes | Outgoirgbtes | Fikers |
EUNNDMD-JW&HM!& pedicated  10.0.0L0 e Doerational 138 187332 E riatilad
= 3 IP Roufing I£/IP Configuration - [1] Inte] EtherExpress PRO/D |s.,.EI!I B1LT77 Disablzd
= Summay
= Fravwnd |
R | o1 Filtess Contiguation dES
Fller Action
£ Becane o e oo
e B S o
]P.\'bdclacs: m._ o . 0.0
Source Addess | SowcaMazk | Caneal I
10000 XEI95.2550 o | Subnet mack: 255 255 5. 0
™ Destination netwark
Paddes: |
il Subnet mask: |
&8 Pocd [ =
Souice port 10 B
Destination pot im
4 1+
Rasdy Thes Roubse s Aunnng_ |Last Relreh: 1217 PM
stan | [ Routing and RAS Ad... 1220PM

RRAS VPN Authentication:
Authentication Provider -> NPS RADIUS Client
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SYR-RRASO8 {local) Properties K1 E3 QIR ADIUS Authentication E

"General  Security I |Prd | [P | |KEw2 | PPF | Loggingl The following RADIUS servers are queried in arder from the highest to the

lowest zcore.
The &uthentication provider validates credentials for remote access clients E m— | Initial 5 core |
and demand-dial routers.
Authentication provider:
RADIUS Authentication || Configur |
Windows Authen ||:t||:|n
The accounting provider maintaing a log of connechion requests and
zEESI0NE.
Accounting provider:
|<None> j Canfigure... |
The custom IPzec policy specifies a preshared key for L2TP connections.
Thf: Raouting and Femate Access service should be started ko zet this
option. sed. || Ea. [ Remoe |
[ Allow custom IPsec policy for L2TP connection
Freshared Few
I oK | Cancel |
S5L Certificate Binding:
[T UseHTTP
Select the certificate the Secure Socket Tunneling Protocal [SSTF)
gerver should use to bind vath S5L [web Listener)
Cerificate: | 5vR-RRASDS.duo.local -] Wiew |
For mare information.
Ok I Cancel | Apply |
NPS:
x ol
File Action Wiew Help Seitnigs |Ad\ranced |
ol A | 7] [¥ Enable this RADIUS cient
@ MPS (Local)

cess to your network.

=1 [ RADIUS Clients and Servi I™ Select an existing template:

5 Remote RADIUS Sery
‘_J’ Polides
h Metwork Access Protectic
8., Accounting
* Templates Management

| |

=7 RADIUS Clients |

r~ Name and Address

Friendly name:

I‘u"PN Server

Address {IP or DNS):

{192.168.1.10 Verify... |
i~ Shared Secret

Select an existing Shared Secrets template:

I None

=

To manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. You must corfigure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensitive.

% Manual
Shared secret:

Confirm shared secret:

" Generate

|Actior1: In progress...
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3.5 Design a network protection solution

Network Policy Server:

Network Policy Server (NPS) allows you to create and enforce organization-wide network access policies for client
health, connection request authentication, and connection request authorization.

NPS allows you to centrally configure and manage network access authentication, authorization, and client health
policies with the following three features:

. RADIUS server . NPS performs centralized authentication, authorization, and accounting for wireless,
authenticating switch, remote access dial-up and virtual private network (VPN) connections.

o RADIUS proxy . When you use NPS as a RADIUS proxy, you configure connection request policies that tell
the NPS server which connection requests to forward to other RADIUS servers and to which RADIUS servers
you want to forward connection requests.

. Network Access Protection (NAP) policy server . When you configure NPS as a NAP policy server, NPS
evaluates statements of health (SoH) sent by NAP-capable client computers that want to connect to the
network.

NAP enforcement methods:
Network Policy Server (NPS) enforces Network Access Protection (NAP) health policies for the following network
technologies:

. Internet Protocol security (IPsec) policies for Windows Firewall on client computers. For NAP IPsec
enforcement, the IPsec enforcement client must be installed on client computers.

802.1X port-based wired and wireless network access control. VLANs, ACLS

Dynamic Host Configuration Protocol (DHCP) Internet Protocol version 4 (IPv4) address lease and renewal.
o Terminal Server Gateway (TS Gateway) connections with Terminal Services.
Virtual private networks (VPN) with Routing and Remote Access.

Remediation
Servers

Systern Health
Servers

NAP Enforcement Servers

.ﬁj

IPsec Enforcement Server
802 .1 Enforcement Server

YWPM Enforcernent Server
DHCP Enforcernent Server

System health validators (SHVs) define configuration requirements for computers that attempt to connect to your

network.
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MAP-capable Health {SoH) Access | Metwork Policy
dient Requests | Server (MPS)
D:urnpl_rter Health palicy
sErver
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Systern Health Metwork p——
Agents (SHAs) Eocess
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agen ethod onl
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Windows Security Health Validator =125 .

@ Choose policy settings for Windows Secunty Health Validator

Windows AWindows 7AW

‘windows 2P

E

Lse the settings below 1o defme 4 ‘Windows Secunty Health Vabdatos policy. “riour
selechons: define the requirements for chent computers connecting bo pour netwcrk,

Hiwe dio | configuie a secuity healh policy?

Firewall Settings:

[ A firevall iz enabled for ol network. connechions
Antivirus Settings

[wF An artranes appication iz on
[ Aritranes i up to date

Spyware Protection Settings

L T A
[ Artizppsiate is up to date

Automatic Updates Settings

0K Cancel

Health policies define which SHVs are evaluated and how they are used in validating the configuration of
computers that attempt to connect to your network. Based on the results of SHV checks, health policies classify
client health status.

Configure health policy settings. To enforce the health policy, add it to the
Health Policies condition of one or more network policies.

Select an existing template;

I ¥

Policy name:
IHeath Check

Client SHV checks:
IClient passes all SHV checks ~|

SHVs used in this health policy:

£ | Windows Security Health Vali

Setting
New SHV

New 2 SHV

Network policies use conditions, settings, and constraints in order to determine who can connect to the network.
There must be a network policy that is applied to computers that are compliant with the health requirements and
a network policy that is applied to computers that are noncompliant.
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ot OSI-NPS on MCT-EVO - Virtual Machine Connection =B8] X
File &ction Media Clipboard  Wiew Help

&3 @O | niv| ks

@ MNew Network Policy -JLI
File A
& ' Configure Settings
MNPS applies settings to the connection request if all of the network policy conditions and constraints forthea policy are
@ned S matched. !
S|
a \_.J, he
Corfigure the settings for this network policy.
If conditions and constraints match the connection request and the policy grants access, settings are applied.
Settings: Access
b - Deny &
() RADIUS Atiri Specify whether you want to enforce Metwork Access Protection for this policy. - Deny &
- @, Standard
[ ®
Vendor Specific (®) Allow full network access
- - AMlows unrestricted network access for clients when the connection request matches >
Network Access Prolection the policy. Use this option for reporting mode.
% NAP Enforcement -
== () Allow full network access for a limited time
‘M = -~
18 Extended State Allows unrestricted network access until the specified date and time. After the specified
Routing and Remote date and time, health policy is enforced and non-compliant computers can access only —
Access the restricted network.
® Muttilink and - o = =
Bandwidth Allocation i/ 72014 @ 1108:54 PM |5
Protocal (BAP) .
. () Mlow limited access =
% IP Filters MNon-compliant clients are allowed access only to a restricted network for updates.
)J‘.)a Encryption —
) Remediation Server Group and Troubleshooting URL
IP Settings To configure @ Remediation Server Group, a Troubleshooting URL, or both, click
Configure.
W
- ~
b o
>
Previous Neadt Finish
Action:
Status: Running ’3‘"_%

4.1 Design a forest and domain infrastructure

AD functional levels:

Level Domain Forest
2000

2003 RODC
2008 Fine-grained password policies

2008 R2 | Authentication mechanism assurance: Claims | Active Directory Recycle Bin
2012

2012 R2

You cannot set the domain functional level to a value that is lower than the forest functional level, but you can set
it to a value that is equal to or higher than the forest functional level.

Domain Trust:

Selective Authentication

When you enable the selective authentication feature of a forest trust relationship, users accessing cross-forest
resources from one forest cannot authenticate to a domain controller or resource server (e.g., file server, print
server) in the other forest unless they are explicitly allowed to do so.

Not in authenticated users group for the domain
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Shortcut trust. A transitive trust between domains in the same domain tree or forest that is used to shorten the
trust path in a large and complex domain tree or forest.

Forest trust. A transitive trust between one forest root domain and another forest root domain.

Realm trust. A transitive trust between an Active Directory domain and a Kerberos V5 realm.

Tree 1 Direction
of Access

Direction
of Trust

corp tailspintoys.com

Parent-Child (forest root Tree-Root
Trust domain} Trust -
Tree 2 Trusting (Resource) Trusted (Account)
Darnain Darnain
europe.corp tailspintoys.com corp.wingtiptoys.com
Parent-Child Parent-Child

Trust Trust
Shortout R,
Trust -

rome.europe.corp.tailspintoys.com usa.corp.wingtiptoys.com

Parent-child trust

A parent-child trust relationship is established whenever a new domain is created in a tree. The Active Directory
installation process automatically creates a trust relationship between the new domain and the domain that
immediately precedes it in the namespace hierarchy (for example, corp.tailspintoys.com is created as the child of
tailspintoys.com). The parent-child trust relationship has the following characteristics:

o It can exist only between two domains in the same tree and namespace.
o The parent domain is always trusted by the child domain.
. It must be transitive and two-way. The bidirectional nature of transitive trust relationships allows the

global directory information in Active Directory to replicate throughout the hierarchy.

NetDOM
. Establishes, verifies, or resets a trust relationship between domains.
o Netdom cannot be used to create a forest trust between two AD DS forests.
. netdom trust /d:marketing.contoso.com engineering.contoso.com /add /twoway

/Uo:admin@engineering.contoso.com /Ud:admin@marketing.contoso.com

Downgrading A Windows Server Domain and Forest Functional Level

Once upon a time, it was not possible to downgrade Windows Server forest and domain functional levels once
upgraded. Enter Windows Server 2012 R2 and it's Active Directory enhancements, as detailed by the video below,
backed by PowerShell automation capabilities. This enablement makes the forest and domain functional level
downgrade even easier. Do keep in mind however that the lowest functional level that can be utilized is Windows
Server 2008 R2.

4.2 Implement a forest and domain infrastructure

Rename domain
o create a report which explains the current forest setup. To do that type rendom /list and press enter.
o This will create an xml file with name Domainlist.xml in the path above command is executed. In my
demo its C:\Users\Administrator.CONTOSO
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To proceed it need to be edited to match with the new domain name. Make sure you save the file after

edits.
o Then type rendom /upload command from same folder path.
o To check the domain readiness before the rename process type rendom /prepare
. Once its pass with no errors, execute rendom /execute to proceed with rename. It will reboot all domain

controllers automatically.
o The next thing we need to fix is the group policies. It’s still uses the old domain name.
To fix this type and enter gpfixup /olddns:contoso.com /newdns:canitpro.local
Then run gpfixup /oldnb:CONTOSO /newnb:canitpro
. The only thing we need to run is random /end to stop the rename process and unfreeze the DC activity.

In Windows Server 2008, Windows Server 2008 R2, Windows Server 2012, Windows Server 2012 R2 and
future versions of Windows Server, Rendom is built into domain controllers promoted to “Active Directory
Domain Services” role, or as part of Remote Server Administration Tools (RSAT). Rendom can be found at
%windir%\System32\rendom.exe.

4.3 Design a Group Policy strategy

Advanced Group Policy Management

Microsoft Advanced Group Policy Management (AGPM) extends the capabilities of the Group Policy Management
Console (GPMC) to provide comprehensive change control and improved management for Group Policy Objects
(GPOs). AGPM is available as part of the Microsoft Desktop Optimization Pack (MDOP) for Software Assurance.

WMI Filtering:

ProductType="1" -> Client operating systems
ProductType="2" -> Domain controllers

ProductType="3" -> Servers that are not domain controllers

Version like "10.%" -> 2016,10
Version like "6.2%" -> 2012,8
Version like "6.1%" -> 2008R2,7
Version like "6.0%" -> 2008, Vista
Version like "5.2%" -> 2003,XP

OSArchitecture -> "64-bit"

Order of execution:
o Policies in hierarchy are located. (L-S-D-OU)
o WMI Filters are checked
o Security settings are checked
. Only then after everything has passed is the policy applied

Loopback processing:
1. It is a computer configuration setting.
2. When enabled, user settings from GPOs applied to the computer apply to the logged on user.
3. Loopback processing changes the list of applicable GPOs and the order in which they apply to a user.
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I Computer Configuration 2 I

Computer |

Green OU

User Configuration 2 |

! ‘,! | Computer Configuration 1 |

Red OU User

’ User Configuration 1 ‘

Enable the Loopback processing of

No Loopback processing enabled Loopback in merge mode

Group Policy for the Green OU

! E\ I Loopback in replace mode q }

User Computer . User Computer
Computer Configuration 2 C} ) Computer Configuration 2
Pl
User Configuration 1 User Computer
Computer Configuration 2 User Configuration 2
‘ User Configuration 2 ‘ +
User Configuration 1

4.4 Design an Active Directory permission model:

Kerberos Delegation

Kerberos Delegation is a feature that allows an application to reuse the end-user credentials to access recourses
hosted on a different server. You should only allow that if you really trust the application server, otherwise the
application may use your credentials to purposes that you didn’t think of, like sending e-mails on your behalf or
changing data in a mission critical application pretending that you made that change

The Kerberos Delegation is configured as a property for the domain account that is used by the application as a
service account. For an IIS application that is the application pool account configured for that particular
application. That is the also the same domain account that you used when you configured the SPN.

If you have raised the Domain Functional level to Windows Server 2003, the Delegation property is moved for

both computer accounts and user accounts to a dedicated tab page “Delegation” and you are also giving more
options to control the scope of the delegation.
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Organization ] Member Of I Diakin l Environment I Sessions
Remate control | Terminal Services Profile I COM+
General I Address I Account | Profile: | Telephones ~ Delegation

Delegation is a security-sensitive operation, which allows services to act on
behalf of another user.

(% Do not trust this user for delegatiors

€ Trust this user for delegation to any service (Kerberos only)
€ Trust this user for delegation to specified services only

& [se Kerberos orily

€ se any authentication protocol

Senvices ta which this account can present delegated credentials:

Service Type | User or Computer | Port | Service Name| Dc

a | W

[~ Expanded sdd... |

Remave ‘

HRWebAct Properties 21 x|

oK I Cancel I Spply |

The delegation tab is only visible on the user account when you have created a SPN for that account.

Active Directory Delegation Wizard File

The Delegation of Control Wizard allows you to delegate administrative tasks to users or groups within a specific
administrative scope and is primarily used to delegate data administration. This tool is driven by a customizable
text file (Delegwiz.inf) and ships with a base set of common administrative tasks.

The list of tasks that can be delegated through the Delegation Wizard is maintained in the Delegwiz.inf file, which
is created in the %windir%\System32\delegwiz.inf folder. Administrators can modify this file to add or delete

items from the list of tasks that can be delegated.

Delegation of Control Wizard

Tasks to Delegate
You can select common tasks or customize your own.

(@ Delegate the following common tasks:

(=)

A

[7] Create, delete, and manage user accounts

[7] Read all user information

[7] Create, delete and manage groups

[7] Madify the membership of a group

[7] Manage Group Policy links

[7] Generate Resuttant Set of Policy (Planning)

[7] Reset user passwords and force password change at next logon

.2

m

1| 1

() Create a custom task to delegate

Cancel | | Help

-

Microsoft 70-413 Exam Study Notes

02/2017

pasan.com.au


https://msdnshared.blob.core.windows.net/media/MSDNBlogsFS/prod.evol.blogs.msdn.com/CommunityServer.Blogs.Components.WeblogFiles/00/00/01/44/94/3021.UserProperties2.JPG

5.1 Design an Active Directory sites topology:

Replication Transports

. Uniform high-speed, synchronous RPC over IP within a site.
. Point-to-point, synchronous, low-speed RPC over IP between sites.
. Low-speed, asynchronous SMTP between sites.

Site Link Bridge Design

A site link bridge connects two or more site links and enables transitivity between site links. Each site link in a
bridge must have a site in common with another site link in the bridge. The Knowledge Consistency Checker (KCC)
uses the information on each site link to compute the cost of replication between sites in one site link and sites in
the other site links of the bridge. Without the presence of a common site between site links, the KCC also cannot
establish direct connections between domain controllers in the sites that are connected by the same site link
bridge.

By default, all site links are transitive. We recommend that you keep transitivity enabled by not changing the
default value of Bridge all site links (enabled by default). However, you will need to disable Bridge all site links
and complete a site link bridge design if:

. Your IP network is not fully routed. When you disable Bridge all site links, all site links are considered
nontransitive, and you can create and configure site link bridge objects to model the actual routing
behaviour of your network.

. You need to control the replication flow of the changes made in Active Directory Domain Services (AD DS).
By disabling Bridge all site links for the site link IP transport and configuring a site link bridge, the site link
bridge becomes the equivalent of a disjointed network. All site links within the site link bridge can route
transitively, but they do not route outside of the site link bridge.

What Is Site Link Bridging?

* By default, automatic site link bridging:
- Enables ISTG to create connection objects between site links

- Allows disabling of transitivity in the properties of the IP
transport

« Site link bridges:
- Enable you to create transitive site
links manually

o HQ-SEA
- Are useful only when transitivity Site Link

is disabled

Bridge

HQ-Beijing HQ-AMS
Site Link Site Link
Automatic Site Coverage
1. Build a list of target sites — sites that have no domain controllers for this domain (the domain of the
current domain controller).
2. Build a list of candidate sites — sites that have domain controllers for this domain.
3. For every target site, follow these steps:
a. Build a list of candidate sites of which this domain is a member. (If none, do nothing.)
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b. Of these, build a list of sites that have the lowest site link cost to the target site. (If none, do
nothing.)

C. If more than one, break ties (reduce this list to one candidate site) by choosing the site with the
largest number of domain controllers.

d. If more than one, break ties by choosing the site that is first alphabetically.
e. Register target-site-specific SRV records for the domain controllers for this domain in the selected
site.
Powershell:

Sync-ADObject

The Sync-ADObject cmdlet replicates a single object between any two domain controllers that have partitions in
common. The two domain controllers do not need to be direct replication partners. You can also use this cmdlet
to populate passwords in a read-only domain controller (RODC) cache.

Example 1: Replicate an object to another location

This command replicates an object with the distinguished name
CN=AccountManagers,0U=AccountDeptOU,DC=corp,DC=contoso,DC=com from corp-DCO1 to corp-DCO2.

PS C:\> Sync-ADObject -Object "CN=AccountManagers,0U=AccountDeptOU,DC=corp,DC=contoso,DC=com" -
Source "corp-DCO1" -Destination "corp-DC02"

Example 2: Pre-cache a password to a domain controller

This command pre-caches the password of Patti Fuller to the read-only domain controller corp-RODCO1 using the
SAM account name of the user.

PS C:\> Get-ADUser -ldentity pattifuller | Sync-ADObject -Destination "corp-RODCO1" -PasswordOnly

Get-ADDomainController
Gets one or more Active Directory domain controllers based on discoverable services criteria, search parameters
or by providing a domain controller identifier, such as the NetBIOS name.
Get all ROGCs in the child domain to which the client is connected.
Get-ADDomainController -Server "research.fabrikam.com" -Filter { isGlobalCatalog -eq Strue -and
isReadOnly -eq Strue }
Get a global catalog in the current forest using Discovery.
Get-ADDomainController -Discover -Service "GlobalCatalog"

Get-ADReplicationUpToDatenessVectorTable

The Get-ADReplicationUpToDatenessVectorTable cmdlet displays the highest Update Sequence Number (USN)
for the specified domain controller(s). This information shows how up-to-date a replica is with its replication
partners. During replication, each object that is replicated has USN and if the object is modified, the USN is
incremented. The value of the USN for a given object is local to each domain controller where it has replicated are
number is different on each domain controller.

Repadmin /showrepl

The repadmin /showrepl command helps you understand the replication topology and replication failures. It
reports status for each source domain controller from which the destination has an inbound connection object.
The status report is categorized by directory partition.

Repadmin /syncall
Synchronizes a specified domain controller with all of its replication partners.
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5.2 Design a domain controller strategy
RODC:

Read-only domain controllers (RODCs) are a new feature of Active Directory Domain Services (AD DS) in Windows
Server 2008. RODCs are additional domain controllers for a domain that host complete, read-only copies of the
partitions of the Active Directory database and a read-only copy of the SYSVOL folder contents. By selectively
caching credentials, RODCs address some of the challenges that enterprises can encounter in branch offices and
perimeter networks

Prerequisites

o Ensure that the forest functional level is Windows Server 2003 or higher

. Deploy at least one writable domain controller running Windows Server 2008 or Windows
Server 2008 R2< in the same domain as the RODC and ensure that the writable domain controller is also a
DNS server

Administrator Role Separation:

With the introduction of RODCs, domain administrators can delegate both the installation and the administration
of RODCs to any domain user, without granting them any additional rights in the domain. The ability to perform
this delegation is called ARS.

If you are installing an RODC at the command line or by using an answer file, add the /DelegatedAdmin
parameter to specify the delegated RODC administrator.

£ e oD IC Ot el =I=I | 74 specify the delegated RODC administrator after
RODC Options omersmvin || installation, you can use either of the following

options:Modify the Managed By tab of the RODC
account properties in the Active Directory Users

o

Delegated administrator account

o

<Not provided> Select.. | i
ST and Computers snap-in
freene b Accounts that are allowed to replicate passwords to the RODC
i f 7
ke CONTOSOAllowed RODC Password Replication Group Add.. | EUDENEropeE e
Re — =
Prer: = General I Operating System I Member OF I Delegation I
FPaszsword Replication Policy I Location tanaged By I Drial-iry
g passwords to the RODC
~ Add... M ame: |hq.cpandl.comx’EastBrancm AdmingRODC
= - Change... | Properties I Clear I
If the same account is both allowed and denied, denied tokes precedence. The selected group can administer this RODC
Office: |
ore about RODC options Street ;|
<Previous | | MNext> | cancel
=l
LCity:

State/province:

Country/region:

Telephone number:

Eax number:

0K I Cancel Apply Help

Global Catalogue Partial Attribute Set

The Partial Attribute Set (PAS) is the subset of attributes in the Active Directory Schema that are replicated to
the Global Catalog (GC). Each Domain Controller (DC) has a complete writable replica of the domain the DC
resides in. If it is also a Global Catalog server, then it also has a partial read-only replica of all other naming
contexts in the forest. The partial replicas include all objects, but only selected attributes for those objects. The
selected attributes are those in the Partial Attribute Set.
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=10 x|
File Action View Favorites Window Help |;|i|5|
&= sF|Ed=HE
"] Consale Root Mame | Syntax | Status | Description ;l
=] E Active Directory Schema [DC01.4 accountExpires Large Integer/Interval Active Account-Expires o
_ Classes accountMameHistory Unicode String Active AccountName-History
_| Attributes EaCSAggregateTokenRahePer Large Integer/Interval Active ACS-Aggregate-Token-Rate-Per-User
EaCSAIIocableRS\-‘PBandwidﬂn | 2rne Tntanar Toteral ArE_Allne=hlaDEVD _Randwidth
" acsCacheTimeout accountExpires Properties 2=l
EaCSDirection el I
14" aCSDSEMDEadTime
4" aCSDSEMPriority E accountExpires
|4” aCEDSEMRefresh
EECSEnabIeACSService Tmern ice
EECSEnabIeRSUPAccounﬁng ounting
| aCSEnableR5VPMessagel ogging Common Name:  |Account-Expires sage-Logging
[ aCsEventLogLevel X 500010 12.840.113556.1.4.159
|«” acsIdentityName
éaCSMaxnggregatePeakRahePerUser STEnET e eak-Rate-Per-User
|« aCsMaxDurationPerFlow Synta: e F-Flow
éaCSMaximumSDUSize Mirirmum: re
iaCSMaxNoOfAccounﬂ:iles ) Lint-Files
éaCSMaxNoOﬁ_ogFiles Ry iles
|« acsMaxPeakBandwidth This attribute is single-valued. idth
éaCSMaxPeakBandwideerFIow ¥ athibute iz active idth-Per-Flow
iaCSMaxSizeOFRS\"PAccountFiIe ™ Index this attribute P-Account-File
iaCSMEXSizeOﬁRSVPLogFiIe — = — P-Log-File
iaCSMaxTokenBudcetPerFlow |- Replicate this attribute to the Global Catalog Et-PerFlow
iaCSMaxTokenRahePerFlow = RIS 18 CODTed WITeIT CUpC g o e Lper Flow
éaCSMinimumDelaWariaﬁon [ Index this attribute for containerized searches iariation
iaCSMinimumLabency
[+ acsMinimumPolicedsize Kize
iaCSNonReservedMaxSDUSize OK I Cancel | | Help | fax-5DU-5ize
P OBl i s AP i AT e Plired Siae e
4] | | Kl I _>|_I
| |

Filtered attribute set:

The RODC FAS is a dynamic set of attributes that is not replicated to any RODCs in the forest. These attributes are
not replicated to RODCs because they contain sensitive data.

Password replication policy:

The PRP acts as an access control list (ACL). It determines whether an RODC is permitted to cache credentials for

an account.

A default PRP is defined that applies to any newly installed RODC. The default PRP specifies that no account
passwords can be cached on any RODC, and certain accounts are explicitly denied from being cached on any

RODC.

You can cache passwords in advance by using the Active Directory Users and Computers snap-in or by using the

repadmin /rodcpwdrepl command

Active Directory Users and Computers -> Domain Controllers -> RODC account object -> Properties
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@! RODC1 Properties K E3 Advanced Password Replication Policy for RODC2 ==

General I Dperating System | tdember OF I Delegation Policy Usage | Resultant Palicy
Pazsword Replication Policy Location | Managed By | Dial-in

Digplay ugers and computers that meet the following criteria;

This iz a Read-only Domain Controller (RODC). An RODC stores users and
computers paszwords according to the policy below. Only passwords for
accounts that are in the Allow groups and not in the Deny groups can be Users and computers:

Objects retieved: 3

replicated to the RODL. Mame Domain Services Folder Type Password Last Changed
(RS USEHE i) GampuliER: 2, Frark ha.cpand. com/westBranch User 3/3/2008 4:40:21 PM
Hame | #ctive Directory Dom.. | Setting 2 kibtgt_1739  hq.cpand.com/Users User 3/3/2008 5:44:01 PM
Account Operatars hq.cpandl com/Builtin Deny L RODC2 hg.cpandl.com/Domain Controllers Computer  4/8/2008 12:43:32 AM
Administrators hg.cpandl.com/Builtin Deny
Allowed RODC Pagsword Replicati...  hg.cpandl com/U sers Allow
Backup Operataors haq.cpandl com/Builtin Deny
Denied RODC Pazssword Replicati..  hg.cpandl. com/Users Deny
Frank hg.cpandlcom/west...  Allow
Jeff hg.cpandl.com/Users Allow
Server Dperatorz hg.cpandl com/Builtin Deny
4 1 [3
4 | | LI Export... | | Prepopulate Passwords. ..

Aglvanced...l Add... | Hemave |
Help | [ Lloze

1]4 I Cancel Apply Help

Adding Attributes to the RODC Filtered Attribute Set:

To add an attribute to an RODC FAS, you must first determine the current searchFlags value of the attribute that
you want to add, and then set the following values for searchflags:

To add the attribute to the RODC FAS, set the 10th bit to 0x200.

To mark the attribute as confidential, set the 7th bit to 0x080 (128).

Domain controller cloning:

Requirements:
o Source virtual DC must be running Windows Server 2012.
. PDC emulator role holder must be online and available to the cloned DC and must be running Windows
Server 2012
) Hypervisor must support VM-GenerationID

VM-GenerationlID is supported by the following hypervisors:
e All versions of Hyper-V that are Windows Server 2012/Windows 8 and later
e VMware vSphere 5.0 with Update 2
e VMware vSphere 5.1 and later
e XenServer 6.2.0-70446 and later

Steps
o Add the source DC to the Cloneable Domain Controllers group
o Check for unsupported apps Get-ADDCCloningExcludedApplicationList
o Generating the allow list Get-ADDCCloningExcludedApplicationList —Generate XML
Saved in c:\windows\ntds\CustomDCCloneAllowList.xml

. Generate clone config file

New-ADDCCloneConfigFile -IPv4Address 10.2.1.10 -IPv4DefaultGateway 10.2.1.1 -
IPv4SubnetMask 255.255.255.0 -IPv4DNSResolver 10.1.1.10,10.1.1.11 -Static -SiteName
CORPDR

c:\windows\ntds\DCCloneConfig. XML
o Export the VM
o Import the VM and Boot up
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Directory Partitions:

To scale to tens of millions of objects, a forest is partitioned into domains. Each Active Directory domain controller
can be a member of one domain, and domain controllers within the same domain contain the same information.
Domain controllers from different domains share the same configuration and schema data, but they do not share
the same domain data. The means to distributing storage in this manner is the directory partition , which is also
called a "naming context."

Active Directory Data Store Logical Partitions
Ace Fekay, MCT, Microsoft MVP Directory Services

Forest Wide Replication - Schema Partition
replicates to all DCs in the forest.

Forest Wide Replication - The Configuration
container has configuration information about

the forest and other forest based services,
\ such as Exchange Server.

Schema

S — —

ﬁomain Wide Replication - The DomainNC Conﬁguration

(Name Context or Name Container), stores
users, groups, computers, etc, specificto a
domain. Each Domain has its own DomainNC.
In Windows 2000, this was used to store DNS
zone data.

—

*Domain*

[
DomainDnsZones
}:

Domain Wide Replication -
DomainDnsZones is an Application
Partition designed to store DNS Zones for
a specific domain. Each Domain has its
own DomainDnsZones Patrtition.

Forest Wide Replication - The
ForestDnsZones partition is designed to store
\ DNS zones for the fores. One per forest.

ForestDnsZones

1

Partial Attribute Set, is the Global Catalog,
\ and replicates to all DCs that are GCs.

/Forest Wide Replication - The PAS, or 2 PAS- GlobalCatalog

FSMO Roles

Domain controllers that perform operations master roles, also known as Flexible Single Master Operations (FSMO)
roles, manage critical aspects of Active Directory. Three operations roles and two forest-wide operations master
roles exist in each domain.

Role Scope Description

Schema master Forest Maintains the structure of the Active Directory schema, in
particular the list of object types and the attributes they
contain

Domain naming master Forest Contains the domain and forest structure; handles creation

and removal of domains in the forest

Primary domain controller Domain Performs password changes for the domain and begins
(PDC) emulator master replicating the changes to other domain controllers
Relative ID (RID) master Domain Manages ID numbers for the domain, issuing pools to domain

controllers to assign to objects as they are created

Infrastructure operations Domain Tracks membership of user principals from other domains for
master groups within the domain

When an operations master becomes unavailable, different symptoms occur, depending on the role. When the
schema master is unavailable, any attempted modifications to the schema fail. Additio n and removal of domains
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from the forest fail if the domain-naming master is offline. Problems with the RID master result in domain
controllers being unable to create new objects after their RID pool is exhausted. Problems with users updating
their passwords can be attributed to problems with the PDC emulator master. If the infrastructure master
becomes unavailable, problems related to interdomain group membership can occur. Remember that problems
related to a missing or unavailable operations master might not be noticed for an extended period of time.

Adprep.exe:
Adprep.exe commands run automatically as needed as part of the AD DS installation process on servers that run
Windows Server 2012 or later. The commands need to run in the following cases:

o Before you add the first domain controller that runs a version of Windows Server that is later than the
latest version that is running in your existing domain.
o Before you upgrade an existing domain controller to a later version of Windows Server, if that domain

controller will be the first domain controller in the domain or forest to run that version of Windows Server.

Command Domain controller Number of times to run the
command
adprep /forestprep Must be run on the schema operations master for Once for the entire forest
the forest.
adprep /domainprep Must be run on the infrastructure operations Once in each domain where you
master for the domain. plan to install an additional

domain controller that runs a
later version of Windows Server
than the latest version that is
running in the domain.

Note

Domains where you will not
add a new domain controller
will be affected by adprep
[forestprep, but they do not
require you to run adprep
/domainprep.

adprep /domainprep Must be run on the infrastructure operations Once in each domain within the
/gpprep master for the domain. forest

If you already ran the /gpprep parameter for

Windows Server 2003, you do not have to run it

again for later versions of Windows Server.

adprep /rodcprep Can be run from any computer. This command Once for the entire forest
Note performs operations remotely. For the operations to
complete successfully, the domain naming
This command is operations master for the forest and the
optional. Run it only infrastructure operations master for each
if you want to install application directory partition and each domain
a read-only domain partition must be accessible.
controller (RODC). If you already ran this command for Windows

Server 2008, you do not have to run it again for later
versions of Windows Server.
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5.3 Design and implement a branch office infrastructure

View the PRP using Active Directory Users and Computers
1. Open Active Directory Users and Computers.
2. Ensure that you are connected to the correct domain. To connect to the appropriate domain, in the
details pane, right-click the Active Directory Users and Computers object, and then click Change Domain.
3. Expand Domain Controllers, right-click the RODC account object for which you want to modify the PRP,
and then click Properties.
4. Click the Password Replication Policy tab. An example is shown in the following illustration.

@ RODC1 Propetties [ 2]
General | Operating Syztem | tember OF I [relegation I
Password Replisation Paolicy | L=l | Managed By | Diakin

Thiz iz a Read-only Domain Controller [RODC). An RODC stores users and
computers pazswaords according to the palicy below. Ornly passwords for
accounts that are in the Allow groups and not in the Deny groups can be
replicated ta the RODC.

Groups, uzers and computers:

Mame I Active Directory Dom... I Sefting
Account Operatars hq.cpandl. com/Builtin Denp
Administrators h. cpandl. com/B uiltin Deny
Allowed RODC Pazzword Replicat...  hg.cpandl.comd/Users Allow
Backup Operators hg.cpandl. com/B uiltin Deny
Deried RODC Password Replicati...  hg.cpandl com/U sers Deny
Frank hg.cpandl.com/west...  Allow
Jeff hg.cpandl com/U sers Allow
Server Operators hg.cpandl. com/B uiltin Deny
ol | 2l

Advanced... | Add... | Eemove |

QK I Cancel | Lipply | Help

repadmin /prp view rodc2.pasan.com.au allow

View the authenticated accounts:

Click Advanced.

In the drop-down list, click Accounts that have been authenticated to this Read-only Domain Controller, as
shown in the following illustration.
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Advanced Password Replication Palicy for RODCE (=23
Palicy Usage | Resultant Policy
Dizplay users and computers that meet the following criteria;
|§Account$ that have been authenticated to thiz Fead-only Domain Contraller [
Users and computers: Objects retrieved: 3
Name Domain Services Folder Type FPaszsword Last Changed
_2_; Frank, hqg.cpandl.com ™A estBranchl Jzer 3/3/2008 4:40:21 PM
_1_, krbtgt_1739 hq.cpandl.com/Users Jzer 37372008 5:44:01 PM
R RODC2 hq.cpandl.com/Damain Contrallers Computer — 4/8/2008 12:43:32 AM
Pl 1 [
Export. .. | | Prepopulate Passwords. .
| Help | [ Close

repadmin /prp view rodc2.hg.cpandl.com auth2

BranchCache:

is designed to reduce WAN link utilization and improve application responsiveness for branch office workers who
access content from servers in remote locations. Branch office client computers use a locally maintained cache of
data to reduce traffic over a WAN link. The cache can be distributed across client computers (Distributed Cache
mode) or can be housed on a server in the branch (Hosted Cache mode).

Distributed Cache mode

If client computers are configured to use Distributed Cache mode, the cached content is distributed among client
computers on the branch office network. No infrastructure or services are required in the branch office beyond
client computers running Windows 7<.

Hosted Cache mode
In hosted cache mode, cached content is maintained on a computer running Windows Server 2008 R2 on the
branch office network.

Powershell:

Cmdlet Description

Add-BCDataCacheExtension Increases the amount of cache storage space that is available on a
hosted cache server by adding a new cache file.

Clear-BCCache Deletes all data in all data and hash files.

Disable-BC Disables the BranchCache service.

Enable-BCDistributed Enables BranchCache and configures a computer to operate in
distributed cache mode.

Enable-BCHostedClient Configures BranchCache to operate in hosted cache client mode.
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Enable-BCHostedServer

Get-BCClientConfiguration

Get-BCContentServerConfiguration

Get-BCDataCache

Get-
BCHostedCacheServerConfiguration

Get-BCStatus

Publish-BCFileContent

Remove-BCDataCacheExtension

Reset-BC
Set-BCCache

Set-BCDataCacheEntryMaxAge

Set-BCMinSMBLatency

Configures BranchCache to operate in hosted cache server mode.
Retrieves the current BranchCache client computer settings.
Retrieves the current BranchCache content server settings.
Retrieves the BranchCache data cache.

Retrieves the current BranchCache hosted cache server settings.

Retrieves a set of objects that provide BranchCache status and
configuration information.

Generates hashes for files in shared folders.
Deletes a data cache file.

Resets BranchCache to the default configuration.
Modifies the cache file configuration.

Modifies the maximum amount of time that data can remain in the
cache.

Sets the minimum latency that must exist between client and server
before transparent caching functions are utilized.

This example moves the cache file from C:\datacache to D:\datacache.
PS C:\> Set-BCCache -Path C:\datacache —-MoveTo D:\datacache

This example increases data cache files from 10% to 20%.
PS C:\> Get-BCDataCacheExtension | Where-Object —FilterScript
{S_.MaxCacheSizeAsPercentageOfDiskVolume —Eq 10} | Set-BCCache -Percentage 20

This command adds a data cache extension in the C:\datacache directory reserving ten percent of C:
PS C:\> Add-BCDataCacheExtension -Path "C:\datacache" -Percentage 10
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